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QUESTION 1

Which command from the IDP Sensor CLI can be used to display the sensor statistics, the policy information, and mode
of sensor deployment? 

A. sctop -s option 

B. scio sensor stat 

C. scio list s0 sensor stat 

D. sensor statistics can be displayed only from the UI 

Correct Answer: A 

sctop Commands 

Use sctop commands to monitor the Sensor connection tables and view Sensor status : 

/ usr /bin 

Location 

Syntax sctop options 

Options Function 

-h Displays help for the sctop utility. 

-a Displays the ARP/MAC table. 

-I Displays the IP flows. 

-c Displays the ICMP flows. 

-u Displays the UDP flows. 

-t Displays the TCP flows. 

-r Displays the RPC program table. 

-x Displays the RPC XID table. 

-s Displays status information about the Sensor. -m Displays system memory statistics. 

-l Displays Q-module statistics. 

-e Displays rulebase statistics. 

-g Displays aggregate statistics. 

-k Displays attack statistics. 

-p Displays Spanning Tree Protocol (STP) information. 
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-b Displays IP Action table. 

-z Displays packet distribution. 

-d Displays the strip chart, a text-based chart for packet/second, kbits /second, and the sessions that the UI sees. 

-f Displays fragment chain. 

-w Displays HA status. 

-y Displays IDS cache statistics. 

-v Sorts in reverse order. 

-0 Disables sorting. 

-1 Sorts by bytes per session. 

-2 Sorts by packets per session. 

-3 Sorts by expiration. 

-4 Sort by service. 

-5 Sorts by destination port. 

-6 Sorts by source address. 

-7 Sorts by destination address. 

*
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QUESTION 2

What must you do to view the data captured by ESP? 

A. You must start ESP. 

B. You must enable ESP logging in the Security Policy. 

C. ESP cannot alert you of abnormal activity. 
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D. You must choose a Profiler action to synchronize data from the desired IDP Sensor. 

Correct Answer: D 

 

QUESTION 3

What two statements are true about the attack object database update process? (Choose two.) 

A. Attack objects are downloaded from the Juniper web site over TCP port 443 and are stored on Security Manager. 

B. Attack object database update can be scheduled using the commands guiSvrCli.sh and cron. 

C. Attack object database update can be scheduled using the two commands idpSvrCli.sh andcron. 

D. The administrator is given the choice of which static groups to update. 

Correct Answer: AB 

 

QUESTION 4

Which three fields in a packet must match an IDP rule before that packet is examined for an attack? (Choose three.) 

A. destination address 

B. service 

C. terminate match 

D. source address 

E. attack object 

Correct Answer: ABD 

 

QUESTION 5

Which two statements are true regarding static and dynamic attack object groups? (Choose two.) 

A. Attack objects in a dynamic group can be added or updated during the attack object database update process. 

B. You create a dynamic attack object group by specifying particular filters to apply to the attack object database, such
as severity, product, and service. 

C. The critical attack object group is a static group. 

D. Dynamic groups require that an administrator manually add new attack objects after an attack database update. 

Correct Answer: AB 
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