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QUESTION 1

Which two statements are true as they relate to a sniffer mode IDP sensor deployment? (Choose two.) 

A. IDP sensor cannot be managed by Security Manager in sniffer mode.IDP sensor cannot be managed by Security
Manager in sniffer mode. 

B. It provides passive monitoring only with limited attack prevention. 

C. An IP address must be assigned to the sniffer interface. 

D. It does not affect the performance or availability of the network. 

Correct Answer: BD 

 

QUESTION 2

Which statement is NOT true? 

A. Target platform of idp-sos3.0 indicates the platform is software that runs on an ISG1000 or ISG 2000. 

B. Target platform of sos.5.0.0 indicates the platform runs Screen OS software that supports Deep Inspection. 

C. Target platform sos-av.5.0.0 indicates the platform is Screen OS software that supports the Anti-Virus feature. 

D. Target platform of idp-4.0.0 indicates the platform is software that runs on an IDP sensor. 

Correct Answer: C 

 

QUESTION 3

Within the SYN protector rule base, what is the function of relay action? 

A. It will create a session with the server only if the client completes the three-step TCP handshake with the sensor. 

B. It will not monitor incoming SYN requests. 

C. It will relay all SYN connections to a fake IP. 

D. It will monitor new connections to a protected server, but not prevent them. 

Correct Answer: A 

 

QUESTION 4

Which method of detection does IDP Sensor use to detect attacks against a fake system on the network? 

A. NetworkHoneypot 
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B. Spoofing Detection 

C. Stateful Signatures 

D. Backdoor Detection 

Correct Answer: A 

 

QUESTION 5

Which statements are true about the IDP Management Server? (Choose two.) 

A. One IDP Management Server can manage multiple IDP Sensors. 

B. Each IDP Sensor must have its own Management Server component. 

C. The IDP Management Server process can be run on a IDP Sensor for evaluation purposes. 

D. Supported operating systems for IDP Management Server are Windows 2000, BSD UNIX, and Linux. 

Correct Answer: AC 
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