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QUESTION 1

You update your attack Object database from the IDP User Interface. What must you do before the new signature attack
objects become active on your IDP Sensor?

A. You restart the IDP Sensor.

B. You restart the IDP Service on the IDP Sensor (IDP restart).

C. No changes are required other than saving the policy changes.

D. You install the updated Security policy on that IDP Sensor from the IDP User Interface.

Correct Answer: D

QUESTION 2

When you have two IDP sensors in a cluster, and the sensors are using external HA, which three devices will be
performing the failure detection and failover execution? (Choose three.)

A. bypass units connected to the sensors

B. firewalls running a redundancy protocol
C. routers running a redundancy protocol

D. IDP sensors

E. load balancers

Correct Answer: BCE

QUESTION 3

Which two statements are true about Violation Objects? (Choose two.)

A. Violation Objects are used even if Profiler is not enabled.

B. A Violation Object isan accept only rulebase.

C. Violation Objects can help you identify activity in your network that does not meet the Corporate Security Policy.
D. Any traffic that matches the Violation Object is flagged as a violation.

Correct Answer: BC

QUESTION 4

What should you do to build effective security policies?
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A. create specific rules for critical servers first, which look for attacks that are relevant to those servers (such as HTTP
attacks onWebservers); DO NOT make these rules Terminate Match

B. create specific rules for critical servers first, which look for attacks that are relevant to those servers (such as HTTP
attacks onWebservers); make these rules Terminate Match

C. create an Any/Any rule to look for all attacks and make this rule#1; DO NOT select Terminate Match
D. create an Any/Any rule to look for all attacks and make this rule#1; select Terminate Match

Correct Answer: B

QUESTION 5

Which command is used to verify the license installed on the IDP Sensor?
A. scio lic list

B. sctop lic list

C. sctop -l

D. get license

Correct Answer: A
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