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QUESTION 1

Which of the following is the BEST way to temporarily suspend a user\\'s ability to interactively login? 

A. Changing the user\\'s UID. 

B. Changing the user\\'s password. 

C. Changing the user\\'s shell to /bin/false. 

D. Removing the user\\'s entry in /etc/passwd. 

E. Placing the command logout in the user\\'s profile. 

Correct Answer: C 

 

QUESTION 2

While performing a security audit, an administrator discovers that a machine is accepting connections on TCP port 184,
but it is not obvious which process has the port open. Which of the following programs should the administrator use to
find out? 

A. traceroute 

B. strace 

C. debug 

D. nessus 

E. lsof 

Correct Answer: E 

 

QUESTION 3

Which of the following is the purpose of the dig command? 

A. To adjust a directory\\'s hidden permissions 

B. To search for files on the filesystem 

C. To adjust a file\\'s hidden permissions 

D. To perform hostname lookups 

E. To ping all known hosts on the current subnet 

Correct Answer: D 
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QUESTION 4

Which of the following commands can be used to convert text files in one character encoding to another character
encoding? 

A. cat 

B. convert 

C. dd 

D. iconv 

E. utf2utf 

Correct Answer: D 

 

QUESTION 5

What command is used to print a listing of email that is currently being managed by the MTA but has not yet been
delivered? (Please specify the command with or without path) 

Correct Answer: Answer: mailq, /usr/bin/mailq, sendmail -bp, /usr/sbin/sendmail -bp, /usr/lib/sendmail -bp 
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