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QUESTION 1

While performing a security audit, an administrator discovers that a machine is accepting connections on TCP port 184,
but it is not obvious which process has the port open. Which of the following programs should the administrator use to
find out?

A. traceroute

B. strace

C. debug

D. nessus

E. Isof

Correct Answer: E

QUESTION 2

Which of the following is the purpose of the dig command?
A. To adjust a directory\\'s hidden permissions

B. To search for files on the filesystem

C. To adjust a file\\'s hidden permissions

D. To perform hostname lookups

E. To ping all known hosts on the current subnet

Correct Answer: D

QUESTION 3

The command is used to assign an IP address to a device. (Please specify a single command with or
without path information)

Correct Answer: Answer: /SBIN/IFCONFIG, /SBIN/IP, IFCONFIG, IP

QUESTION 4

To test a shell script called myscript, the environment variable FOOBAR must be removed temporarily. How can this be
done?

A. unset -v FOOBAR

B. set -a FOOBAR=""
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C. env -u FOOBAR myscript
D. env -i FOOBAR myscript

Correct Answer: C

QUESTION 5

What is NTP?

A. A more secure protocol replacement for FTP.

B. A protocol and system for maintaining time on computers.
C. A routing aid for finding next hops on a network.

D. A simple tunneling protocol for computers behind firewalls.

Correct Answer: B
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