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QUESTION 1

What type of encryption is used for alert channel (control channel) communication between the Sensor and the
Manager?

A. SSL with RC4

B. SSL with MD5

C. SSL with RC4 and MD5
D. DES

Correct Answer: C

QUESTION 2

Which of the following are considered part of the Operational mode of System Health-based NAC? (Choose three)
A. Audit

B. IPS

C. TAP

D. Simulation

E. Enforcement

F. SPAN

Correct Answer: ADE

QUESTION 3

Why would attacks not be blocked when the Sensor monitoring ports are configured in SPAN mode?
A. Blocking of attacks only occurs when the Sensor is placed in In-line mode

B. Blocking of attacks only occurs when the Sensor is placed in TAP mode

C. The Sensor has not learned to identify these attacks

D. Blocking of attacks only occurs when the Sensor has been configured for failover

Correct Answer: A

QUESTION 4
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As a recommended best practice, what is the total number of sensors that should be managed through a single Network
Security Manager installation?

A. 25
B. 50
C.75
D. 100

Correct Answer: B

QUESTION 5

Which mode needs to be set to redirect an unmanaged system to the guest portal?
A. Audit

B. Simulation

C. Enforcement

D. Prevention

Correct Answer: C
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