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QUESTION 1

If the DS Client software has been installed on Windows 95,Windows 98, and NT 4 computers,what setting of the
LanMan Authentication level should be applied to counteract LanMAn hash sniffing and offline cracking?Choose the
best answer. 

A. Send NTLM v2/Refuse LM and NTLM 

B. Send NTLM only 

C. Send LM and NTLM responses 

D. Send NTLM v2/Refuse LM 

Correct Answer: A 

 

QUESTION 2

When talking about databases search query languages,commands such as Select,Update,Insert,Grant,and Revoke
would all the part of what language? 

A. C++ 

B. SQL 

C. Python 

D. Perl 

Correct Answer: B 

 

QUESTION 3

Which of the following might be used to give false positives when a UDP scan is being performed against a DMZ server
running DNS?Choose the best answer. 

A. On the firewall,block ICMP TTL Exceeded 

B. On the firewall,block all incoming UDP 

C. On the firewall,block all TCP SYN packets 

D. On the firewall,block all ICMP Port Unreachable messages 

Correct Answer: D 

 

QUESTION 4

On 802.11x Wireless Local Area Network,what is the effective length of the keys being used? 
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A. 64 bit and 128 bits 

B. 128 bit 

C. 56 and 104 bits 

D. 104 and 128 bits 

Correct Answer: D 

 

QUESTION 5

Joshua, a specialist in Penetration Testing,has been hired by TestKing.com to perform a security test on some of their
servers.Joshua has been challenged to remain undetected by TestKing.com internal security team. 

Over the past few days Joshua has been collecting tons of information about his target.He did so by accessing public
database and never sending any packets to his target.How would you call this type of information gathering? 

A. Active Information Gathering 

B. Passive Information Gathering 

C. Stealth Information Gathering 

D. Secret Information Gathering 

Correct Answer: B 
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