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QUESTION 1

Intrusion Detection Systems have multiple ways to decode the information. 

Which of the following definitions would best describe Protocol Anomaly Detection within an Intrusion Detection System
(IDS) engine? 

A. Interprets the attack as the victim would for greater accuracy 

B. Identifies attacks that are based on condition,not patterns 

C. Compares traffic to RFC standards and reports deviations 

D. Identifies traffic that breaks policy or is not normal for network 

Correct Answer: C 

 

QUESTION 2

What technology can be deployed at the network layer to protect against snififng?Choose the best answer. 

A. SSL 

B. Certificates 

C. IPSec 

D. DAI 

Correct Answer: C 

 

QUESTION 3

BASIC authentication for HTTP authentication is universally understood but has the disadvantage of passing username
and password in BASE64 encoding.What technology could be used to encrypt the BASE64 encoding and thus secure
BASIC authentication for all web browsers and all Internet users? Choose the best answer. 

A. SSH 

B. IPsec 

C. SSL 

D. IKE 

Correct Answer: C 

 

QUESTION 4
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Which of the following could be countermeasures to scanning?Choose all that apply. 

A. Drop all traffic destined directly at the firewall 

B. Disable all ICMP packets at exterior gateways 

C. Use a firewall ruleset that leads to many false positives and thus security through obscurity 

D. Permit UDP port 500 packets at the firewall 

Correct Answer: ABC 

 

QUESTION 5

Which of the following SQL scripts will discover the usernames and hashed passwords from a MSSQL server? 

A. SELECT *FROM* 

B. SELECT name,password FROM master..login UNION ALL SELECT *FROM database.log 

C. SELECT name,password FROM master..sysxlogins 

D. SELECT uname AND passwd FROM master 

Correct Answer: C 
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