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QUESTION 1

Wayne,who has a twisted mind,has been watching security mailing lists very closely.Today he has seen a new
vulnerability announcement that affects multiple mail servers.Jack wishes to scan the internet for servers that are
running one of those vulnerable mail servers.His intent is to do this passively at first by doing DNS queries using the
nslookup command. 

What type of resource record is Wayne looking for within the DNS query results? 

A. Only A resource record 

B. Only PTR records 

C. Only MX records 

D. Only CNAME records 

Correct Answer: C 

 

QUESTION 2

Wireless Local Area Networks (WLAN) are becoming increasingly popular. 

In order to link a wireless network to a wired network what type of device would be used? 

A. SSID 

B. Access Point 

C. Switch 

D. Hub 

Correct Answer: B 

 

QUESTION 3

Software Restriction Policies,if implemented correctly,can help protect against what kinds of threats? Choose two. 

A. Trojans 

B. Malware 

C. Spam 

D. Smurf Attacks 

Correct Answer: AB 
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QUESTION 4

What software can alert an administrator to modified files (system or otherwise) by comparing new the hash to the hash
on the original trusted file?Choose all that apply.NOTE:The term Choose all that apply in this and additional questions
does not necessarily mean that there is more than one answer. 

A. Process Viewer 

B. Paketto Keiretsu 

C. VOMIT 

D. Tripwire 

Correct Answer: D 

 

QUESTION 5

Which programs might an attacker use to facililate sniffing in a switched network?Choose all that apply. 

A. Ettercap 

B. Cain and Abel 

C. MACof 

D. Etherflood 

Correct Answer: ABCD 
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