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QUESTION 1

What is one way an attacker can use to determine if a database front-end application is vulnerable to SQL injection? 

A. By entering a single star (*)in the username field. 

B. By entering all outgoing TCP connections after browsing the web application. 

C. There is no way to check,they just have to attempt on attack. 

D. By entering a single quota ( ) in the password field. 

Correct Answer: D 

 

QUESTION 2

Which of the following is the best method to counteract offline password cracking?Choose the best answer. 

A. Setting a password policy with a maximum age of 30 days 

B. Setting a password policy with a minimum age of 30 days 

C. Setting a password policy with a minimum length of 6 characters 

D. Use of one time passwords 

Correct Answer: D 

 

QUESTION 3

On Wireless networks, what is the Service Set Identify used for? 

A. It is the network password 

B. It is used on the primary key for WEP 

C. It is used to distinguish one network from another 

D. It is used to authenticate clients. 

Correct Answer: C 

 

QUESTION 4

What are the possible countermeasures to buffer overflow exploits?Choose all that apply. 

A. Apply patches as soon as patches testing is completed 

B. Learn 0-day exploits from hacker websites 
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C. Close the port of service at the firewall if there is no patch yet avilable 

D. Run application and services with the least privilege necessary 

Correct Answer: ABCD 

 

QUESTION 5

Which of the following techniques would be effective to get around some of the blocking rules on certain firewalls? 

The same technique could be used to avoid detection by intrusion Detection Systems (IDS) in some cases. 

A. Injection 

B. Spoofing 

C. Fragmentation 

D. Diffusion 

Correct Answer: C 
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