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QUESTION 1

A system administrator deploys a Windows-based server in a publicly-accessible DMZ.The sole purpose of this machine
is to run IIS and allow anonymous access.After a few days the security log is full of failed login against the Administrator
account.What is the best strategy to totally prevent future password guessing attempts? Choose the best answer. 

A. Enable account lockout 

B. Change the Administrator password to be even longer 

C. Remove File and Print Sharing for Microsoft Networks on the network adapter 

D. Configure the security policy to shut down the system when the event log is full 

Correct Answer: C 

 

QUESTION 2

What technology has made trojans easy to distribute?Choose the best answer. 

A. Digitally Signed Software 

B. Assembly language 

C. EXE wrappers 

D. Personal firewall software 

Correct Answer: C 

 

QUESTION 3

Which of the following password and encyption cracking methods is guaranteed to successfully crack any password or
encryption algorithm? 

A. Dictionary 

B. Hybrid 

C. Brute Force 

D. RainbowCrack 

Correct Answer: B 

 

QUESTION 4

Dozens of methodologies exist on the market today.Most of them follow the very high level steps. 
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Which of the following would represent the most common and logical approach to penetration testing from the first step
being accomplished on the left to the last step being done on the right side of the statement below? 

A. Scanning,Footprinting,Enumeration,Penetration 

B. Footprinting,Enumeration,Scanning,Penetration 

C. Footprinting,Scanning,Enumeration,Penetration 

D. Penetration,Enumeration,Scanning,Footprinting 

Correct Answer: C 

 

QUESTION 5

Which of the following methods would allow an attacker to get access to the local SAM file if the attacker had physical
access? Choose three. 

A. Reboot with a Linu-based floppy or CD that can read NTFS filesystems 

B. Reboot with NTFSDOS floppy and copy the SAM file 

C. Physically remove the hard drive and install it as a second drive in another Windows computer 

D. Rebooting into Windows using Safe Mode. 

Correct Answer: ABC 
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