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QUESTION 1

Given: 

ABC Company performs top-secret government contract work and has recently purchased an 802.11 Wireless Intrusion
Prevention System (WIPS) to enforce their "NO WIRELESS" network security policy. 

What attack type cannot be recognized by the WIPS? 

A. Deauthentication 

B. MAC Spoofing 

C. Protocol Jamming 

D. Eavesdropping 

E. RF Jamming 

Correct Answer: D 

 

QUESTION 2

What statements about the SSID are true? (Choose two) 

A. The SSID is a security session identifier used in RSNs. 

B. The SSID must be included in an association request frame. 

C. The SSID is an alphanumeric value assigned to device manufacturers by the IEEE. 

D. The SSID is a pseudo-random number assigned to each client by an AP. 

E. The SSID is an alphanumeric value with a maximum length of 32 octets. 

F. When configuring a new network, creating an SSID is optional. 

Correct Answer: BE 

 

QUESTION 3

What type of RF transmitter is shown in both of the spectrum analysis exhibits? 
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A. Military radar 

B. Bluetooth mouse 

C. Microwave oven 
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D. Wireless video camera 

E. WIPS sensor 

Correct Answer: D 

 

QUESTION 4

The OSI model is a 7-layer model for understanding the functions of a communication system. What OSI sublayers are
specifically addressed by the IEEE 802.11-2007 standard? (Choose 2) 

A. MSDU 

B. PPDU 

C. PLCP 

D. MAC 

E. IP 

F. 802.1X 

Correct Answer: CD 

 

QUESTION 5

In addition to throughput enhancements, what other improvements does 802.11n provide when compared with
802.11a/g? (Choose 2) 

A. Introduces "fast transition" roaming protocols for VoWiFi phones 

B. Better link reliability between 802.11a/b/g client devices and 802.11n APs 

C. Improves service quality for real-time applications at greater distances 

D. Increases in receive sensitivity enhance RTLS location accuracy 

E. Stronger security with more robust encryption modes. 

Correct Answer: BC 
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