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QUESTION 1

What problems may exist for a multiple channel architecture (MCA) WLAN when its APs are all operating at full power
(typically 100mW)? (Choose two) 

A. Wi-Fi enabled voice handsets with low transmit power can experience asynchronous downlink and uplink
performance. 

B. WLAN client stations can experience the hidden node problem when located near each other within the same cell. 

C. The mismatched power between WLAN client stations and APs violates regulatory and IEEE signal quality
requirements. 

D. Cell size may be too large, causing co-channel interference to adjacent cells and reducing system capacity. 

E. APs operating in the 2.4 GHz band would prevent microwave ovens and analog video cameras from functioning. 

Correct Answer: AD 

 

QUESTION 2

In an 802.11n WLAN with a heterogeneous set of associated client devices including 802.11b, 11g, and 11n, what HT
protection mode will the BSS use? 

A. Mode 0: No protection mode (Greenfield) 

B. Mode 1: Nonmember protection mode 

C. Mode 2: 20 MHz protection mode 

D. Mode 3: Non-HT mixed mode 

Correct Answer: D 

 

QUESTION 3

The OSI model is a 7-layer model for understanding the functions of a communication system. What OSI sublayers are
specifically addressed by the IEEE 802.11-2007 standard? (Choose 2) 

A. MSDU 

B. PPDU 

C. PLCP 

D. MAC 

E. IP 

F. 802.1X 
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Correct Answer: CD 

 

QUESTION 4

Given: You are the network administrator for ABC Company. Your manager has recently attended a wireless security
seminar. The seminar speaker taught that a wireless network could be hidden from potential intruders if you disabled
the broadcasting of the SSID in Beacons and configured the access points not to respond to Probe Request frames that
have a null SSID field. 

Your manager suggests implementing these security practices. What response should you give to this suggestion?
(Choose two) 

A. Any 802.11 protocol analyzer can see the SSID in clear text in frames other than Beacons and Probe Response
frames. This negates any security benefit of trying to hide the SSID in Beacons and Probe Response frames. 

B. This security practice prevents manufacturers\\' client utilities from detecting the SSID. As a result, the SSID cannot
be obtained by attackers, except through social engineering, guessing, or use of a WIPS. 

C. Although it does not benefit the security posture, hiding the SSID in Beacons and Probe Response frames can be
helpful for preventing some users (such as guests) from attempting to connect to the corporate network. 

D. Any tenants in the same building using advanced penetration testing tools will be able to obtain the SSID by
exploiting WPA EAPOL-Key exchanges. This poses an additional risk of exposing the WPA key. 

E. To improve security by hiding the SSID, the AP and client stations must both be configured to remove the SSID from
association request and response frames. Most WLAN products support this. 

Correct Answer: AC 

 

QUESTION 5

In addition to throughput enhancements, what other improvements does 802.11n provide when compared with
802.11a/g? (Choose 2) 

A. Introduces "fast transition" roaming protocols for VoWiFi phones 

B. Better link reliability between 802.11a/b/g client devices and 802.11n APs 

C. Improves service quality for real-time applications at greater distances 

D. Increases in receive sensitivity enhance RTLS location accuracy 

E. Stronger security with more robust encryption modes. 

Correct Answer: BC 
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