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QUESTION 1

What statement best describes the manual RF site survey report? 

A. It is a series of notes taken during the interview with the network manager and given to the site survey project
manager. 

B. It is a one-page network inspection summary used to create a certificate of network compliance. 

C. It contains the results from the RF coverage, capacity, and interference analysis. 

D. It is an internal document used by the site surveying firm for network deployment, and is not usually shown to the
client. 

E. It states the customer requirements, business justification, and a detailed budget for the WLAN. 

Correct Answer: C 

 

QUESTION 2

Which features are incorporated in the 802.11-2007 specification and are recommend for robust WLAN client security?
(Choose 2) 

A. SSID hiding 

B. CAPWAP with DTLS 

C. 802.1X/EAP 

D. CCMP cipher suite 

E. IPSec VPN 

F. MAC address whitelists 

Correct Answer: CD 

 

QUESTION 3

What is the intended use for the WLAN hardware shown in the exhibit? 
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A. Mounting a lightning arrestor to a grounding rod 

B. Mounting an omnidirectional antenna to a mast 

C. Mounting an RF amplifier to a dipole antenna 

D. Mounting a PoE injector to a perforated radome 

E. Mounting an access point to a site survey tripod 

Correct Answer: B 

 

QUESTION 4

As XYZ Company\\'s wireless specialist, you have been asked to troubleshoot some unexpected frame patterns in a
wireless protocol capture. Your peers explain that the network\\'s beacon frames are inconsistent. That is, the BSSID is
the same for all beacons, but the source address varies between three different addresses. 

What network configuration would cause this beacon frame behavior? 

A. A single AP supports multiple BSSs with different SSIDs 

B. A virtual cell single channel network has been implemented 

C. The beacons are from an IBSS instead of a BSS 

D. Three APs still share the same default configuration. 

Correct Answer: C 
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QUESTION 5

Given: 

ABC Company performs top-secret government contract work and has recently purchased an 802.11 

Wireless Intrusion Prevention System (WIPS) to enforce their "NO WIRELESS" network security policy. 

What attack type cannot be recognized by the WIPS? 

A. Deauthentication 

B. MAC Spoofing 

C. Protocol Jamming 

D. Eavesdropping 

E. RF Jamming 

Correct Answer: D 
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