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QUESTION 1

Given: There are many differences between analyzing wireless and wired networks. In a wireless network, there is no
guarantee that one station can hear another station\\'s transmissions. If no corrective actions are taken nor corrective
mechanisms implemented when a "hidden node" problem exists, which measurable statistics parameter will likely
increase in a wireless protocol analyzer?

A. Duration value

B. Retransmission Count

C. Contention Window

D. Authentication Failure

E. BlockAck Reset

F. ACK Timeout

Correct Answer: B

QUESTION 2

According to 802.11-2007, in what frame type(s) might you find the PMK Count and PMKID List fields?
A. All frames that include the RSN IE

B. Only (Re)Association Request frames

C. Beacon and Probe Response frames

D. EAPoL 4-Way Handshake frames

E. Authentication and Association Request and Response frames

Correct Answer: B

QUESTION 3

In which 802.11 frames is the SSID present, provided the SSID is not removed through proprietary software
configuration by an administrator? (Choose 3)

A. Association Request
B. Reassociation Request
C. Probe Response

D. Disassociation

E. Authentication
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F. Association Response

Correct Answer: ABC

QUESTION 4

Given: The exhibit shows a small network environment with dual-band APs.
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What is true of the network shown in this spectrum analyzer trace?
A. There are at least three APs operating in this environment. They are operating on channels 149, 153, and 161.

B. There are two 40 MHz BSSs in this environment. One AP has some 40 MHz traffic while the other AP has no client
traffic.

C. Only one AP in this network is configured to use the upper UNII band (UNII-3). All other APs are in lower 5 GHz
channels.

D. Two 802.11a APs are near the spectrum analyzer and are heavily utilized on channels 149 and 153.

Correct Answer: B

QUESTION 5

Which statement accurately describes IEEE 802.11 Power Save operation in a Basic Service Set that does not support
the QoS facility?
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A. Following a period of time in a low power state, client stations wake themselves and automatically poll the access
point for traffic using a PS-Poll frame.

B. When the access point\\'s buffer is full, the access point wakes all client stations using a PS-Poll frame so that they
can receive the data.

C. Upon receiving traffic for a dozing station, the access point wakes the client station using a PS-Poll frame so that the
client station can receive the data.

D. After waking from a low power state, client stations listen for the next Beacon to determine if sending a PS-Poll frame
to the access point is necessary.

E. After waking at a scheduled TBTT, client stations send Null Function frames to the access point with the Power
Management bit set back to zero.

Correct Answer: D
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