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QUESTION 1

When monitoring a remote router with a network management system (NMS), which interface provides the most reliable
connectivity? 

A. the WAN interface on the router 

B. the LAN interface on the NMS 

C. the loopback interface on the router 

D. the loopback interface on the NMS 

Correct Answer: C 

 

QUESTION 2

Your company leverages Internet-based VPNs to provide connectivity to remote offices. At these sites, the users are
connected directly to a layer 2 switch, which is then connected to a VPN concentrator that also provides basic routing
functions. How should you analyze the traffic going to and from a remote site? 

A. leverage NetFlow data from the outside interface of the VPN concentrator at the remote site 

B. leverage NetFlow data from the outside interface of the VPN concentrator at your main site 

C. deploy a protocol analyzer to the remote site between the switch and the concentrator 

D. deploy a protocol analyzer to the main site between the VPN concentrator and the Internet 

Correct Answer: C 

 

QUESTION 3

The Orion NPM administrator wants to add the company ticketing website as a menu item within the Web Console.
What is the most time-efficient way to accomplish this goal for all user accounts? 

A. add a custom html resource to the Summary view 

B. add user-defined links to the Menu bar 

C. add a custom link to the Modules bar 

D. add an external website to the Menu bar 

Correct Answer: D 

 

QUESTION 4

A network engineer using Orion NPM notices that a node on a top level map is green, even though half of the items in
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the associated nested map are down. What is the most likely cause of this issue? 

A. Availability thresholds for devices have been set to above 50%. 

B. Map status thresholds have been set to above 50%. 

C. Map status thresholds have been set to below 50%. 

D. Availability thresholds for devices have been set to below 50%. 

Correct Answer: C 

 

QUESTION 5

A network engineer is planning to deploy a network management system (NMS) to monitor a large campus network.
What is the most secure way to isolate the NMS network traffic to all monitored routers and switches? 

A. add the NMS IP address to the permissions for each device 

B. create a management VLAN for the NMS 

C. open onlythe appropriate ports on the routers and firewalls 

D. enable SNMPv3 on the switches 

Correct Answer: B 
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