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QUESTION 1

A security administrator has concerns about new types of media which allow for the mass distribution of personal
comments to a select group of people. To mitigate the risks involved with this media, employees should receive training
on which of the following?

A. Peer to Peer

B. Mobile devices

C. Social networking

D. Personally owned devices

Correct Answer: C

QUESTION 2

Which of the following are used to implement VPNs? (Select TWO).
A. SFTP

B. IPSec

C. HTTPS

D. SNMP

E. SSL

Correct Answer: BE

QUESTION 3

After Matt, a user, enters his username and password at the login screen of a web enabled portal, the following appears
on his screen:

“Please only use letters and numbers on these fields\\'
Which of the following is this an example of?

A. Proper error handling

B. Proper input validation

C. Improper input validation

D. Improper error handling

Correct Answer: B
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QUESTION 4

Use of group accounts should be minimized to ensure which of the following?
A. Password security

B. Regular auditing

C. Baseline management

D. Individual accountability

Correct Answer: D

QUESTION 5

The main corporate website has a service level agreement that requires availability 100% of the time, even in the case
of a disaster. Which of the following would be required to meet this demand?

A. Warm site implementation for the datacenter

B. Geographically disparate site redundant datacenter
C. Localized clustering of the datacenter

D. Cold site implementation for the datacenter

Correct Answer: B
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