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QUESTION 1

The security officer is preparing a read-only USB stick with a document of important personal phone numbers, vendor
contacts, an MD5 program, and other tools to provide to employees. At which of the following points in an incident
should the officer instruct employees to use this information?

A. Business Impact Analysis

B. First Responder

C. Damage and Loss Control

D. Contingency Planning

Correct Answer: B

QUESTION 2

Joe analyzed the following log and determined the security team should implement which of the following as a mitigation
method against further attempts?

Host 192.168.1.123

[00:00:01]Successful Login: 015 192.168.1.123 : local

[00:00:03]Unsuccessful

Login: 022 214.34.56.006 :RDP 192.168.1.124 [00:00:04]UnSuccessful Login: 010 214.34.56.006 :RDP 192.168.1.124
[00:00:07]UnSuccessful Login: 007 214.34.56.006 :RDP 192.168.1.124 [00:00:08]UnSuccessful Login: 003
214.34.56.006 :RDP 192.168.1.124

A

Reporting

B.

IDS

C.

Monitor system logs

D.

Hardening

Correct Answer: D

QUESTION 3
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Which of the following risks could IT management be mitigating by removing an all-in-one device?
A. Continuity of operations

B. Input validation

C. Single point of failure

D. Single sign on

Correct Answer: C

QUESTION 4

Which of the following would Pete, a security administrator, MOST likely implement in order to allow employees to have
secure remote access to certain internal network services such as file servers?

A. Packet filtering firewall
B. VPN gateway

C. Switch

D. Router

Correct Answer: B

QUESTION 5

A company storing data on a secure server wants to ensure it is legally able to dismiss and prosecute staff who
intentionally access the server via Telnet and illegally tamper with customer data. Which of the following administrative
controls should be implemented to BEST achieve this?

A. Command shell restrictions

B. Restricted interface

C. Warning banners

D. Session output pipe to /dev/null

Correct Answer: C
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