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QUESTION 1

Which of the following protocols is the security administrator observing in this packet capture?
12:33:43, SRC 192.168.4.3:3389, DST 10.67.33.20:8080, SYN/ACK

A. HTTPS

B. RDP

C.HTTP

D. SFTP

Correct Answer: B

QUESTION 2

A database administrator receives a call on an outside telephone line from a person who states that they work for a well-
known database vendor. The caller states there have been problems applying the newly released vulnerability patch for
their database system, and asks what version is being used so that they can assist. Which of the following is the BEST
action for the administrator to take?

A. Thank the caller, report the contact to the manager, and contact the vendor support line to verify any reported patch
issues.

B. Obtain the vendor\\'s email and phone number and call them back after identifying the number of systems affected by
the patch.

C. Give the caller the database version and patch level so that they can receive help applying the patch.
D. Call the police to report the contact about the database systems, and then check system logs for attack attempts.

Correct Answer: A

QUESTION 3
A security engineer is reviewing log data and sees the output below:

POST: /payload.php HTTP/1.1 HOST: localhost Accept: */* Referrer: http://localhost/ ****** HTTP/1.1 403 Forbidden
Connection: close

Log: Access denied with 403. Pattern matches form bypass

Which of the following technologies was MOST likely being used to generate this log?
A. Host-based Intrusion Detection System

B. Web application firewall

C. Network-based Intrusion Detection System
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D. Stateful Inspection Firewall
E. URL Content Filter

Correct Answer: B

QUESTION 4

An advantage of virtualizing servers, databases, and office applications is:

A. Centralized management.

B. Providing greater resources to users.
C. Stronger access control.

D. Decentralized management.

Correct Answer: A

QUESTION 5

Which of the following is a best practice for error and exception handling?
A. Log detailed exception but display generic error message

B. Display detailed exception but log generic error message

C. Log and display detailed error and exception messages

D. Do not log or display error or exception messages

Correct Answer: A
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