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QUESTION 1

Pete, a security administrator, has observed repeated attempts to break into the network. Which of the following is
designed to stop an intrusion on the network? 

A. NIPS 

B. HIDS 

C. HIPS 

D. NIDS 

Correct Answer: A 

 

QUESTION 2

A Chief Information Security Officer (CISO) is tasked with outsourcing the analysis of security logs. These will need to
still be reviewed on a regular basis to ensure the security of the company has not been breached. Which of the following
cloud service options would support this requirement? 

A. SaaS 

B. MaaS 

C. IaaS 

D. PaaS 

Correct Answer: B 

 

QUESTION 3

An Information Systems Security Officer (ISSO) has been placed in charge of a classified peer- to-peer network that
cannot connect to the Internet. The ISSO can update the antivirus definitions manually, but which of the following steps
is MOST important? 

A. A full scan must be run on the network after the DAT file is installed. 

B. The signatures must have a hash value equal to what is displayed on the vendor site. 

C. The definition file must be updated within seven days. 

D. All users must be logged off of the network prior to the installation of the definition file. 

Correct Answer: B 

 

QUESTION 4
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Pete, a security analyst, has been tasked with explaining the different types of malware to his colleagues. The two
malware types that the group seems to be most interested in are botnets and viruses. Which of the following explains
the difference between these two types of malware? 

A. Viruses are a subset of botnets which are used as part of SYN attacks. 

B. Botnets are a subset of malware which are used as part of DDoS attacks. 

C. Viruses are a class of malware which create hidden openings within an OS. 

D. Botnets are used within DR to ensure network uptime and viruses are not. 

Correct Answer: B 

 

QUESTION 5

Which of the following types of encryption will help in protecting files on a PED? 

A. Mobile device encryption 

B. Transport layer encryption 

C. Encrypted hidden container 

D. Database encryption 

Correct Answer: A 
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