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QUESTION 1

Which of the following offers the LEAST secure encryption capabilities? 

A. TwoFish 

B. PAP 

C. NTLM 

D. CHAP 

Correct Answer: B 

 

QUESTION 2

Connections using point-to-point protocol authenticate using which of the following? (Select TWO). 

A. RIPEMD 

B. PAP 

C. CHAP 

D. RC4 

E. Kerberos 

Correct Answer: BC 

 

QUESTION 3

Which of the following protocols provides transport security for virtual terminal emulation? 

A. TLS 

B. SSH 

C. SCP 

D. S/MIME 

Correct Answer: B 

 

QUESTION 4

Which of the following BEST describes part of the PKI process? 

A. User1 decrypts data with User2\\'s private key 
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B. User1 hashes data with User2\\'s public key 

C. User1 hashes data with User2\\'s private key 

D. User1 encrypts data with User2\\'s public key 

Correct Answer: D 

 

QUESTION 5

Sara, a security analyst, is trying to prove to management what costs they could incur if their customer database was
breached. This database contains 250 records with PII. Studies show that the cost per record for a breach is $300. The
likelihood that their database would be breached in the next year is only 5%. Which of the following is the ALE that Sara
should report to management for a security breach? 

A. $1,500 

B. $3,750 

C. $15,000 

D. $75,000 

Correct Answer: B 
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