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QUESTION 1

Use of a smart card to authenticate remote servers remains MOST susceptible to which of the following attacks? 

A. Malicious code on the local system 

B. Shoulder surfing 

C. Brute force certificate cracking 

D. Distributed dictionary attacks 

Correct Answer: A 

 

QUESTION 2

Due to limited resources, a company must reduce their hardware budget while still maintaining availability. Which of the
following would MOST likely help them achieve their objectives? 

A. Virtualization 

B. Remote access 

C. Network access control 

D. Blade servers 

Correct Answer: A 

 

QUESTION 3

Which of the following protocols would be implemented to secure file transfers using SSL? 

A. TFTP 

B. SCP 

C. SFTP 

D. FTPS 

Correct Answer: D 

 

QUESTION 4

Mike, a network administrator, has been asked to passively monitor network traffic to the company\\'s sales websites.
Which of the following would be BEST suited for this task? 

A. HIDS 
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B. Firewall 

C. NIPS 

D. Spam filter 

Correct Answer: C 

 

QUESTION 5

Which of the following can be used to mitigate risk if a mobile device is lost? 

A. Cable lock 

B. Transport encryption 

C. Voice encryption 

D. Strong passwords 

Correct Answer: D 
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