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QUESTION 1

Security administrator receives reports from various organizations that a system on the company network is port
scanning hosts on various networks across the internet. The administrator determines that the compromised system is a
Linux host and notifies the owner that the system will be quarantined and isolated from the network. The system does
not contain confidential data, and the root user was not compromised. The administrator would like to know how the
system was compromised, what the attackers did, and what remnants he attackers may have left behind. Which of the
following are the administrator\\'s NEXT steps in the investigation? (Select Two)

A. Reinstall the procps package in case system utilities were modified

B. Look for recent modified files in user and tmp directions

C. Switch SELinux to enforcing mode and reboot

D. Monitor perimeter firewall for suspicious traffic from the system

E. Check running processes and kernel modules

F. Remove unnecessary accounts and services

Correct Answer: CD

QUESTION 2

During a recent audit, it was discovered that many services and desktops were missing security patches. Which of the
following BEST describes the assessment that was performed to discover this issue?

A. Network mapping
B. Vulnerability scan
C. Port Scan

D. Protocol analysis

Correct Answer: B

QUESTION 3

Which of the following is an attack designed to activate based on time?
A. Logic Bomb

B. Backdoor

C. Trojan

D. Rootkit

Correct Answer: A
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QUESTION 4

A recent audit has revealed that several users have retained permissions to systems they should no longer have rights
to after being promoted or changed job positions. Which of the following controls would BEST mitigate this issue?

A. Separation of duties

B. User account reviews
C. Group based privileges
D. Acceptable use policies

Correct Answer: A

QUESTION 5

Which of the following is the default port for TFTP?
A. 20

B. 69

C.21

D. 68

Correct Answer: B

TFTP makes use of UDP port 69.
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