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QUESTION 1

It is MOST difficult to harden against which of the following?
A. XSS

B. Zero-day

C. Buffer overflow

D. DoS

Correct Answer: C

QUESTION 2

An employee reports work was being completed on a company owned laptop using a public wireless hot-spot. A pop-up
screen appeared and the user closed the pop-up. Seconds later the desktop background was changed to the image of a
padlock with a message demanding immediate payment to recover the data. Which of the following types of malware
MOST likely caused this issue?

A. Ransomware

B. Rootkit

C. Scareware

D. Spyware

Correct Answer: A

QUESTION 3

An administrator needs to protect against downgrade attacks due to various vulnerabilities in SSL/TLS. Which of the
following actions should be performed? (Select TWO)

A. Set minimum protocol supported

B. Request a new certificate from the CA
C. Configure cipher order

D. Disable flash cookie support

E. Re-key the SSL certificate

F. Add the old certificate to the CRL

Correct Answer: CE
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QUESTION 4

A network administrator has identified port 21 being open and the lack of an IDS as a potential risk to the company. Due
to budget constraints, FTP is the only option that the company can is to transfer data and network equipment cannot be
purchased. Which of the following is this known as?

A. Risk transference

B. Risk deterrence

C. Risk acceptance

D. Risk avoidance

Correct Answer: C

QUESTION 5

Joe, the security administrator, sees this in a vulnerability scan report:

\W'The server 10.1..2.232 is running Apache 2.2.20 which may be vulnerabel to a mod_cgi exploit.”
Joe verifies that mod_cgi module is not enabled on 10.1.2.232. This message is an example of

A. a threat

B. a risk

C. afalse negative

D. a false positive

Correct Answer: D
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