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QUESTION 1

Which of the following is the appropriate network structure used to protect servers and services that must be provided to
external clients without completely eliminating access for internal users? 

A. NAC 

B. VLAN 

C. DMZ 

D. Subnet 

Correct Answer: C 

 

QUESTION 2

An administrator performs a risk calculation to determine if additional availability controls need to be in place. The
administrator estimates that a server fails and needs to be replaced once every 2 years at a cost of $8,000. Which of the
following represents the factors that the administrator would use to facilitate this calculation? 

A. ARO= 0.5; SLE= $4,000; ALE= $2,000 

B. ARO=0.5; SLE=$8,000; ALE=$4,000 

C. ARO=0.5; SLE= $4,000; ALE=$8,000 

D. ARO=2; SLE= $4,000; ALE=$8,000 

E. ARO=2; SLE= $8,000; ALE= $16,000 

Correct Answer: B 

 

QUESTION 3

An administrator has concerns regarding the traveling sales team who works primarily from smart phones. Given the
sensitive nature of their work, which of the following would BEST prevent access to the data in case of loss or theft? 

A. Enable screensaver locks when the phones are not in use to prevent unauthorized access 

B. Configure the smart phones so that the stored data can be destroyed from a centralized location 

C. Configure the smart phones so that all data is saved to removable media and kept separate from the device 

D. Enable GPS tracking on all smart phones so that they can be quickly located and recovered 

Correct Answer: A 

 

QUESTION 4
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While previously recommended as a security measure, disabling SSID broadcast is not effective against most attackers
because network SSIDs are: 

A. no longer used to authenticate to most wireless networks. 

B. contained in certain wireless packets in plaintext. 

C. contained in all wireless broadcast packets by default. 

D. no longer supported in 802.11 protocols. 

Correct Answer: B 

The SSID is still required for directing packets to and from the base station, so it can be discovered using a wireless
packet sniffer. 

 

QUESTION 5

Ann, a security administrator at a call center, has been experiencing problems with users intentionally installing
unapproved and occasionally malicious software on their computers. Due to the nature of their jobs, Ann cannot change
their permissions. Which of the following would BEST alleviate her concerns? 

A. Deploy a HIDS suite on the users\\' computer to prevent application installation 

B. Maintain the baseline posture at the highest OS patch level 

C. Enable the pop-up blockers on the user\\'s browsers to prevent malware 

D. Create an approved application list and block anything not on it 

Correct Answer: D 
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