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QUESTION 1

Which of the following ports is used for SSH, by default?
A. 23

B. 32

C.12

D. 22

Correct Answer: D

Secure Shell (SSH) is a cryptographic network protocol for securing data communication. It establishes a secure
channel over an insecure network in a client-server architecture, connecting an SSH client application with an SSH

server. Common applications include remote command-line login, remote command execution, but any network service

can be secured with SSH. SSH uses port 22.

QUESTION 2

A security administrator is selecting an MDM solution for an organization, which has strict security requirements for the
confidentiality of its data on end user devices. The organization decides to allow BYOD, but requires that users wishing

to participate agree to the following specific device configurations; camera disablement, password enforcement, and
application whitelisting. The organization must be able to support a device portfolio of differing mobile operating
systems. Which of the following represents the MOST relevant technical security criteria for the MDM?

A. Breadth of support for device manufacturers\\' security configuration APIS

B. Ability to extend the enterprise password polices to the chosen MDM

C. Features to support the backup and recovery of the stored corporate data

D. Capability to require the users to accept an AUP prior to device onboarding

Correct Answer: B

QUESTION 3

Which of the following ports will be used for logging into secure websites?
A. 80

B. 110

C. 142

D. 443

Correct Answer: D
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QUESTION 4

A software company sends their offsite backup tapes to a third party storage facility. TO meet confidentiality the tapes
should be:

A. Labeled
B. Hashed
C. Encrypted
D. Duplicated

Correct Answer: A

QUESTION 5

An organization does not want the wireless network name to be easily discovered. Which of the following software
features should be configured on the access points?

A. SSID broadcast

B. MAC filter

C. WPA2

D. Antenna placement
Correct Answer: A

Numerous networks broadcast their name (known as an SSID broadcast) to reveal their presence.
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