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QUESTION 1

SQL injection is a common application layer attack, usually through building special input parameters and pass it to web
applications to steal or sabotage the application data. Which of the following is the target for SQL injection? 

A. Web application 

B. Database 

C. Confidential files on the server 

D. Pictures on server 

Correct Answer: B 

Reference: https://www.rapid7.com/fundamentals/sql-injection-attacks/ 

 

QUESTION 2

Anti-DDoS is one of the major features in Alibaba Cloud Security Service. Many websites have experienced different
types of DDoS attacks, an accurate understanding of DDoS is crucial to protecting websites. Which of the following
descriptions about DDoS attack is the most accurate one? 

A. The main target for DDoS attack is the database. 

B. DDoS attack will try to crack the password through a large number of attempts. 

C. The main purpose of DDoS attack is to make the target server unable to provide service normally, which is one of the
network attacks that are most difficult to defend. 

D. The purpose of DDoS attack is to steal confidential information. 

Correct Answer: C 

 

QUESTION 3

Alibaba Cloud does not support Intranet communication between products that are not in the same region, which does
not mean ______________? 

A. ECS instances in different regions cannot communicate with each other on the intranet. 

B. ECS instances and other products in different regions, such as ApsaraDB for RDS and OSS instances, cannot
communicate with each other on the intranet. 

C. Server Load Balancer cannot be deployed for ECS instances in various regions. 

D. Server Load Balancer can be deployed for ECS instances in various regions. 

Correct Answer: B 

Reference: https://www.alibabacloud.com/help/doc-detail/40654.htm 
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QUESTION 4

Cloud disks are reliable because they use __________ to provide block-level data storage for ECS instances, ensuring
99.9999999% data reliability. 

A. a distributed file management system with 3 redundant copies 

B. a file system 

C. a double copy distributed system 

D. a Linux file system 

Correct Answer: A 

An ECS disk can be used jointly or separately to meet the requirements of different application scenarios. ECS disks are
categorized into ephemeral SSD disks and cloud disks. Compared with ephemeral SSD disks, cloud disks are more
reliable as they use a triplicate distributed system to provide block-level data storage for ECS instances, ensuring
99.9999999% data reliability. 

Reference: http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/pdf/ecs-product-introduction-intl-en-201703-24.pdf 

 

QUESTION 5

Which of the following scenarios is applicable to use RDS read-only instances? 

A. Reduces the write pressure on the RDS primary instance. 

B. Reduces the read pressure on the RDS primary instance. 

C. Implements data backtracking for the last two days. 

D. Improves RDS storage capabilities. 

Correct Answer: B 
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