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QUESTION 1

Which of the following methods can be used as collectors for device profiling? (Choose 2)
A. OnGuard agent

B. Active Directory Attributes

C. ActiveSync Plugin

D. Username and Password

E. Client\\'s role on the controller

Correct Answer: AC

QUESTION 2
Refer to the screen capture below:

Configuration » Enforcement » Profiles » Edit Enforcement Profile - Agent Unhealthy Profile
Enforcement Profiles - Agent Unhealthy Profile

m Profile Attributes

Profile:
Name: Agent Unhealthy Profile
Description:
Type: Agent
Action: Accept
Device Group List: -
Attributes:
Attribute Name Attribute Value
1./Bounce Client false
2.]Message

]

Your client is unhealthy

Based on the above Enforcement Profile configuration, which of the following statements is correct?
A. The Enforcement Profile sends an unhealthy role value to the Network Access Device.

B. The Enforcement Profile sends a limited access vlan value to the Network Access Device.

C. The Enforcement Profile sends a message to the OnGuard Agent on the client device.

D. The Enforcement Profile sends a message to the OnGuard Agent on the Controller.

E. A RADIUS CoA message is sent to bounce the client.
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Correct Answer: C

QUESTION 3

Refer to the screen capture below:

Configuration » Posture » Posture Policies » Edit - Employee Posture Palicy
Posture Policies - Employee Posture Policy

Summary Posture Plugins Rules

Policy Name: Employee Posture Policy
Description:
Posture Agent: NAP Agent (& OnGuard Agent (Persistent or Dissolvable

Host Operating System: @) Windows (  Linux Mac OS X

Based on the Posture Policy configuration shown above, which of the following statements is true?

A. This Posture Policy can be applied to an 802.1x wired service.

B. This Posture Policy checks the health status of devices running Windows, Linux and Mac OS

C. This Posture Policy can use either the persistent or dissolvable OnGuard agent to obtain the statement of health.
D. This Posture Policy checks for presence of a firewall application in Windows devices.

E. This Posture Policy checks with a Windows NPS server for posture tokens.

Correct Answer: C

QUESTION 4

Which of the following use cases will require a ClearPass Guest application license? (Choose 2)
A. Sponsor based guest user access

B. Employee personal device registration

C. User self registration for access

D. Guest device fingerprinting

E. Endpoint health assessment

Correct Answer: AC
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QUESTION 5

UDP Port 3799 is used for RADIUS CoA (RFC 3576). This port has been blocked by a firewall between a NAD device
and ClearPass. Which of the following is true?

A. RADIUS Authentications will fail since the NAD won\\'t be able to reach the ClearPass server.
B. RADIUS Authentications will not happen since the NAD won\\'t be able to reach the ClearPass server.

C. RADIUS Authentication will succeed, but Post-Authentication Disconnect-Requests from ClearPass to the Controller
will not be delivered.

D. RADIUS Authentication will succeed, but RADIUS Access-Accept messages from ClearPass to the Controller for
Change of Role will not be delivered.

E. During RADIUS authentication, certificate exchange between the NAD and Clearpass will fail.

Correct Answer: C
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