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QUESTION 1

Which of the following are valid policy simulation types in Clearpass? (Choose 3)
A. Role Mapping

B. Endpoint Profiler

C. Authorization Attributes

D. Chained Simulation

E. Enforcement Policy

Correct Answer: ADE

QUESTION 2

Below is an extract from the Web Login Page configuration in ClearPass Guest: What is the purpose of the Pre-Auth
Check?

Home » Configuration » Web Logins

RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

A. To authenticate users before they launch the Web Login Page.

B. To authenticate users before ClearPass sends the credentials to the NAD device.

C. To authenticate users after the NAD device sends an authentication request to ClearPass.
D. To replace the need for the NAD to send an authentication request to ClearPass.

E. To re-authenticate users when they\\'re roaming from one NAD to another.

Correct Answer: B

QUESTION 3
What is RADIUS CoA used for?
A. To authenticate users or devices before granting them access to a network.

B. To force the client to re-authenticate upon roaming to a new Controller.
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C. To apply firewall policies based on authentication credentials.
D. To validate a host MAC against a white and a black list.
E. To transmit messages to the NAD/NAS to modify a user\\'s session status.

Correct Answer: E

QUESTION 4

Which of the following statements is true based on the Access Tracker output shown below?

Monitoring & Reporting = Live Monitoring = Access Tracker
Access Tracker jul 12, 2012 10:26:39 POT

Data Filter: [All Requests] Server: Clearpass6 (10.254.1.176)
Date Range: Last 1 day before Today
Filter: [ Type [#lcontains [+ ﬂ Show (10 %) records
Sarver Type User Service Name l.naln Date i
10.254.1.176 RADIUS BCT705A065CFD REJECT 2012!1'
10.254.1 T : S Y
Request Detalls =)
10.254.1
10.25%.1  summary  Input  Output m
10.254.1
Error Code: 204
10.254.1 i =
Error Category: Authentication failure
10.254.1
Error Message: Falled to classify request to service
10.254.1 ™ Alerts for this Request
10.254.3 RADIUS Service Categorization failed

A. The client wireless profile is incorrectly setup.

B. Clearpass does not have a service enabled for MAC authentication.

C. The client MAC address is not present in the Endpoints table in the Clearpass database.
D. The client used incorrect credentials to authenticate to the network.

E. The RADIUS client on the Windows server failed to categorize the service correctly.

Correct Answer: B

QUESTION 5
What is the function of ClearPass Onboard?
A. Provide guest access for visitors to connect to the network

B. Process authentication requests based on policy services
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C. Profile devices connecting to the network
D. Provision personal devices to securely connect to the network
E. To allow a windows machine to use machine authentication to access the network

Correct Answer: D
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