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QUESTION 1

Refer to the screen capture below: Based on the Translation Rule configuration shown above, which of the following

statements is true?

)ata Retention
mport Configuration
)perator Logins

o) Start Here

[ Login Configuration

@’ Profiles

5 servers

8
'iﬁgin Manager
iMS Services
wupport

4 .g MatchAdmin

:j'Edlnt € Delete ::'JDuplicate 3 Disable 1' Move Up . Move Down

Edit Translation Rule

* Name:
Enabled:

Attribute Name:

Matching Rule:

Value:

On Match:

Operator Profile:

Fallthrough:

memberof contains CN=Administrators

Assign operato,

[Matchadmin

Enter a name for this translation rule,
# Use this rule when processing reply attributes

membarof
Enter the name of the attribute (e.9. membercf). Use = for all attributes.

Select the matching rule to apply to the value of the attribute.

[EN=Administrators
Enter the value to match the attribute against.

[ Assign fixed operator profile :]
Select what happens when this translation rule matches an attribute.

(1T Administrators )
Select the operator profile to assign,

Continue transiation if rule matches
Check this box if you want to apply multiple translation rules.

T

A. A user from group MatchAdmin will be assigned the operator profile of IT Administrators.

B. All active directory users will be assigned the operator profile of IT Administrators.

C. All admin users will be assigned the operator profile of IT Administrators.

D. A user from group Administrators will be assigned the operator profile of IT Administrators.

E. This translation rule is not valid for Active Directory administrators.

Correct Answer: D

QUESTION 2

What is RADIUS CoA used for?

A. To authenticate users or devices before granting them access to a network.

B. To force the client to re-authenticate upon roaming to a new Controller.

C. To apply firewall policies based on authentication credentials.

D. To validate a host MAC against a white and a black list.

E. To transmit messages to the NAD/NAS to modify a user\\'s session status.
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Correct Answer: E

QUESTION 3
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A company deployed the guest Self-registration with Sponsor Approval workflow for their guest SSID. The administrator
logs into the Policy Manager and sees the following in the Guest User Repository:

Configuration » Identity » Guest Users

Guest Users

Filter: Usemame Bcontams YOUR
# || Username Sponsor Name
1./ YOUREMAIL@gmail.com YOUREMAIL@gmail.com

Showing 1-1 of 1

What can you conclude from the above? (Choose 2)

A. The guest has submitted the registration form.

B. The guest has not submitted the registration form yet.
C. The sponsor has confirmed the guest account.

D. The sponsor has not confirmed the guest account yet.
E. The user\\'s account is active.

Correct Answer: AD

QUESTION 4

£ Clear Filter

Guest Type Status
USER Disabled

Refer to the screenshot below: Based on the above configuration, which of the following statements is true?
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Certificate Authority Trust Chain

« Imported certificate(s) for use as Onboard CA.

f:_' arubatraining-REMOTELABSERVER-CA (self-signed)
4 Show certificate
'-~| ClearPass Onboard Local Certificate Authority
Aruba Networks J} Show certificate

A. ClearPass is configured as a Root CA.

B. ClearPass is configured as the Intermediate CA.

C. ClearPass has an expired server certificate.

D. The arubatraining-REMOTELABSERVER-CA will issue client certificates during Onboarding.

E. This is not a valid trust chain since the arubatraining-REMOTELABSERVER-CA has a self- signed certificate.

Correct Answer: B

QUESTION 5

Refer to the screen capture below If a user from the department "QA" authenticates from a laptop running MAC OS X,
what role is assigned to the user in Clearpass?
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[ sumrmery R
Policy:
Policy Name: WLAN role mapping
Description:
Default Role: [Guest]
Mapping Rules:
Rules Evaluation Algorithm: First applicable
Conditions Role Name

(Authorization:remotelab AD:Department EQUALS Product Management)
"|OR (Authorization: remotelab AD:UserDN EQUALS Executive)

2.|(Authorization: [ Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Windows) Verdor

3 (Authorization: [ Endpoints Repository]:Category CONTAINS SmartDevice)

‘|AND (Authorization: [ Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Apple)
(Authorization:remotelab AD:Department EQUALS HR)
4.|0R (Connection: NAD-IP-Address BELONGS_TO_GROUP HQ) HR Local
OR (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
(Host:OSType CONTAINS Fedora)

Executive

i0S Device

5.|/0R (Host:0SType CONTAINS Redhat) Linux User
OR (Host:0SType CONTAINS Ubuntu)
6./(Connection:NAD-IP-Address BELONGS_TO_GROUP Remote NAD) Remote Employee
A. iOS Device

B. Remote Employee
C. HR Local

D. Guest

E. Executive

Correct Answer: D
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