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QUESTION 1
Refer to the screen capture below:

Configuration » Authentication » Sources » Add - remotelab AD
Authentication Sources - remotelab AD

Summary General Primary Attributes
Specify filter queries used to fetch authentication and authorization attributes
Filter Name Attribute Name Alias Name Enabled As

1.'Authenf'tcati0n dn UserDN -
department Department Role, Attribute
title Title Attribute
company company -
memberOf memberOf Role, Attribute
telephoneNumber Phone Attribute
mail Email Attribute

Based on the Attribute configuration shown above, which of the following statements is true?

A. Only the attribute values of department and memberOf can be used in role mapping policies.

B. Only the attribute values of title, telephoneNumber, mail can be used in role mapping policies.

C. Only the attribute values of company can be used in role mapping policies.

D. The attribute values of department and memberOf are directly applied as ClearPass roles.

E. The attribute values of department, title, memberOf, telephoneNumber, mail are directly applied as ClearPass roles.

Correct Answer: D

QUESTION 2

Refer to the screen capture. The following is seen in the Licensing tab of the Publisher after a cluster has been formed
between a publisher (192.168.0.53) and subscriber (192.168.0.54):
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Administration » Server Manager » Licensing

Licensing

S

Cluster License Summary

License Type Total Count Used Count
I 1 Policy Ma-r';a.éer 1000 0
2 ClearPass Enterprise 550 0
Note: The ClearPass Enterprise license count is

Server License Summary

Server License Type Total Count Used Count
I 1 192.168.0.53 Policy Mar-1-a-ger soo 0
2 192.168.0.53 ClearPass Enterprise 525 0
3 192.168.0.54 Policy Manager 500 0
4 192.168.0.54 ClearPass Enterprise 25 0

What is the maximum number of clients that can be Onboarded on the subscriber node?
A. 1000

B. 550

C.25

D. 525

E. 500

Correct Answer: B

QUESTION 3

Which licenses are included in the built in Starter kit for Clearpass?

A. 25 ClearPass Policy Manager licenses

B. 25 Clearpass Enterprise licenses

C. 10 ClearPass Guest licenses, 10 ClearPass OnGuard licenses and 10 ClearPass Onboard licenses
D. 25 ClearPass Profiler licenses

E. 10 Clearpass Enterprise licenses

Correct Answer: B
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QUESTION 4

Refer to the following Service configuration: A user connects for the first time to an Aruba access point wireless SSID
named "pod8wireless- guest-SSID". The SSID has web login authentication with RADIUS MAC authentication enabled
and ClearPass is the authentication server. The user hasn\\'t yet launched their web browser.

Service Rule

( (Radius:IETF:NAS-Port-Type EQUALS Ethernet (15))

AND (Radius:IETF:Service-Type BELONGS_TO Login-User (1), Framed-
User (2), Authenticate-Only (8)) )

figurati tces > R
anfiguration = Senices = faonder AND (Connection:Protocol EQUALS RADIUS)

Reorder Services
- - -
Order Name - -

Service] ‘.g:.--' j Service Rule I
podB8wired = _.-"" ( (Radius:IETF:NAS-Port-Type BELONGS_TO Ethernet (15), Wireless- ||

w N

- 802.11 (19)) 1
POAB-MAC 2uth @ mm wm mm wm = | ) 5 D adius: IETF: Service-Type BELONGS_TO Login-User (1), Call-

I

podBwireless Il Check (10)) "
d:w AND (Connection:Client-Mac-Address EQUALS %{Radius:IETF:User- I
I

I

&

. s Il Name}) )
\ = J| AND (Connection:Protocol EQUALS RADIUS)

l Service Rule

| ( (Radius:IETF:NAS-Port-Type EQUALS Wireless-802.11 (19))
J|AND (Radius:IETF:Service-Type BELONGS_TO Login-User (1), Framed-

j|Yser (2), Authenticate-Only (8))

I AND (Radius:Aruba:Aruba-Location-Id EXISTS )
AND (Radius:Aruba:Aruba-Essid-Name EXISTS ) )
AND (Connection:Protocol EQUALS RADIUS

Which service will be triggered?

A. pod8wired

B. pod8-mac auth

C. pod8wireless

D. [Policy Manager Admin Network Service]
E. No service will be triggered

Correct Answer: B

QUESTION 5
Which of the following statements is true about the Endpoint Profiler? (Choose 2)

A. The Endpoint Profiler requires the Onboard license to be enabled.
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B. The Endpoint Profiler uses DHCP fingerprinting for device categorization.

C. Data obtained from the Endpoint Profiler can be used in Enforcement Policy.
D. The Endpoint Profiler can only categorize laptops and desktops.

E. Endpoint Profiler requires a profiling license.

Correct Answer: BC
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