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QUESTION 1
Which of the following components of a Policy Service is mandatory?
A. Enforcement

B. Posture

C. Profiler

D. Role Mapping Policy
E. Authorization Source

Correct Answer: A

QUESTION 2
Refer to the screen capture below:

Enforcement Policies - Enterprise Enforcement Policy

Enforcement Rules
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Enforcement;
Name: Enterprise Enforcement Policy
Description: Enforcement policies for local and remote employees
Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:

Rules Evaluation Algorithm: Evaluate all

Conditions

|(Tips:Posture EQUALS HEALTHY (0))

|AND (Tips:Role MATCHES_ANY Remote Worker

.|Role Engineer

|testqa)

|AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
(Tips:Role EQUALS Senlor_Mgmt)

"|AND (Date:Day-of -Week NOT_BELONGS_TO Saturday, Sunday)
{Tips:Role EQUALS San Jose HR Local)

"|AND (Tips:Posture EQUALS HEALTHY (0))

|{Tips:Role EQUALS [Guest])

"IAND (Connection:SSID CONTAINS guest)
(Tips:Role EQUALS Remate Worker)

*|AND (Tips:Posture NOT_EQUALS HEALTHY (D))

A. EMPLOYEE_VLAN
B. Remote Employee ACL
C. RestrictedACL

D. Deny Access Profile

Actions

[RADIUS] EMPLOYEE_VLAN, [RADIUS] Remote Employee ACL

[RADIUS] EMPLOYEE_VLAN
HR VLAN
[RADIUS] WIRELESS_GUEST_NETWORK

RestrictedACL

Based on the Enforcement Policy configuration, if a user with Role Engineer connects to the network and the posture
token assigned is Unknown, what Enforcement Profile will be applied?
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E. HR VLAN

Correct Answer: D

QUESTION 3

The screenshot here from the Event Viewer in ClearPass shows an error when a user does an EAP-TLS authentication
to ClearPass through an Aruba Controller\\'s Wireless Network.

Monitoring » Event Viewer

Event Viewer

n

Filter:| Source Eccntains RADIUS [#] Clear Filter

# Source Level Category
1.1 RADIUS ERROR Authentication
|
System Event Details o
Source RADIUS
Level ERROR
Category Authentication
Action Unknown
Timestamp May 09, 2013 23:29:31 UTC
Description Received packet from 10.8.10.100 with invalid Message-
Authenticator! (Shared secret is incorrect.)
1

What is the cause of this error?

A. The client has sent an incorrect shared secret for the 802.1X authentication.

B. The controller has sent an incorrect shared secret for the RADIUS authentication.
C. The client\\'s shared secret used during the certificate exchange is incorrect.

D. The controller\\'s shared secret used during the certificate exchange is incorrect.
E. The NAS source interface IP is incorrect.

Correct Answer: B
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QUESTION 4

What is the function of ClearPass Onboard?

A. Provide guest access for visitors to connect to the network

B. Process authentication requests based on policy services

C. Profile devices connecting to the network

D. Provision personal devices to securely connect to the network

E. To allow a windows machine to use machine authentication to access the network

Correct Answer: D

QUESTION 5

Refer to the screenshot below:

Pre-Provisioning Provisioning

At which stage of the onboard process is workspace installed?
A. Pre-provisioning stage

B. Provisioning stage

C. Authentication stage

D. After authentication stage

Correct Answer: D
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