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QUESTION 1
Describe the purpose of the Aruba TACACS+ dictionary as shown here:

Administration » Dictionaries » TACACS+ Services

TACACS+ Services Dictionaries

TACACS+ Service Dictionary Attributes o

Display Name: Aruba:Common
# Name Display Name Type Allowed Values
[ root, read-only, location-
1., Aruba-Admin-Role Aruba-Admin-Role String APHMgIE, rietwork:

operations, guest-
provisioning, no-access

Close

A. The Aruba-Admin-Role attribute is used to assign different privileges to clients during 802.1X authentication.
B. The Aruba-Admin-Role attribute is used by ClearPass to assign TIPS roles to clients during 802.1X authentication.

C. The Aruba-Admin-Role attribute is used to assign different privileges to administrators logging into an Aruba NAD
device.

D. The Aruba-Admin-Role attribute is used to assign different privileges to administrators logging into ClearPass.

E. The Aruba-Admin-Role on the controller is applied to users using TACACS+ to login to the Policy Manager.

Correct Answer: C

QUESTION 2

What database in the Policy Manager contains the device attributes derived by profiling?
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A. Local Users Repository

B. Onboard Devices Repository
C. Endpoints Repository

D. Guest User Repository

E. Client Repository

Correct Answer: C

QUESTION 3

A customer would like to deploy ClearPass with the following objectives: Every day, 100 employees authenticate with
their corporate laptops using EAP-TLS. Every Friday, there is a meeting with business partners and an additional 50
devices authenticate using Web Login Guest Authentication.

Which of the following is correct? (Choose 2)

A. When counting policy manager licenses, they need to include the additional 50 business partner devices

B. When counting policy manager licenses, they can exclude the additional 50 business partner devices

C. They should purchase guest licenses

D. They should purchase onboard licenses

E. They should purchase onguard licenses

Correct Answer: AC

QUESTION 4

Refer to the screen capture below If a user from the department "HR" connects on Monday using their Windows Laptop
to a switch that belongs to the Device Group HQ, what role is assigned to the user in Clearpass?
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Policy:
Policy Name: WLAN role mapping
Description:
Default Role: [Guest]

Mapping Rules:
Rules Evaluation Algorithm: First applicable

Conditions Role Name

(Authorization:remotelab AD: Department EQUALS Product Management)
OR (Authorization:remotelab AD:UserDN EQUALS Executive)
2.|(Authorization: [Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Windows) Vendor
3 (Authorization: [ Endpoints Repaository]:Category CONTAINS SmartDevice) i0S Device

"|AND (Authorization:[Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Apple)
4.|(Autheorization:remotelab AD:UserDN EXISTS ) [Employee]
(Authorization:remotelab AD: Department EQUALS HR)
5.|OR (Connection:NAD-1P-Address BELONGS_TO_GROUP HQ) HR Local
OR (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)

(Host:0SType CONTAINS Fedora)
6./0R (Host:OSType CONTAINS Redhat) Linux User
OR (Host:OSType CONTAINS Ubuntu)

7./(Connection: NAD-IP-Address BELONGS_TO_GROUP Remote NAD) Remote Employee

Executive

A. Executive
B. HR Local
C. Employee
D. Guest

E. Vendor

Correct Answer: E

QUESTION 5

What is RADIUS CoA used for?

A. To authenticate users or devices before granting them access to a network.
B. To force the client to re-authenticate upon roaming to a new Controller.

C. To apply firewall policies based on authentication credentials.

D. To validate a host MAC against a white and a black list.

E. To transmit messages to the NAD/NAS to modify a user\\'s session status.

Correct Answer: E
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