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QUESTION 1

Which of the following authentication protocols can be used for authenticating Windows clients that are Onboarded?
(Choose 2)

A. PEAP with MSCHAPv2
B. EAP-GTC

C. EAP-TLS

D. PAP

E. CHAP

Correct Answer: AC

QUESTION 2
Refer to the screenshot below of a MAC Caching enforcement policy:

Configuraticn » Enforcement » Policies » Edit - MAC Caching - Guest MAC Authentication Policy

Enforcement Policies - MAC Caching - Guest MAC Authentication Policy

m Enforcement Rules

Enforcement:
Name: MAC Caching - Guest MAC Authentication Policy
Description: Sample policy for MAC caching specifying a lifetime depznding on role
Enforcemsnt Type: RADILS
Default Profile: [Deny Access Profile]
Rules:

Rules Evaluation Algorithm: First applicable

Conditions Actions
(Tips:Role E£UA [Guest])
1. {Authorization:MAC Caching - MAC-Guest-Check:UserName A [RADIUS] [Allow Access Profile]
{Authorization: [Insight Repository]:Minutes-Since-Auth : 5)

Which of the following is true?
A. Only a user with Controller role of [Guest] will be allowed to authenticate

B. Only a user with Clearpass role of [Guest] and that has authenticated using the web login page less than 5 minutes
ago, will have their MAC authentication succeed

C. Only a user with Clearpass role of [Guest] and that has authenticated using the web login page more than 5 minutes
ago, will have their MAC authentication succeed

D. Only a user whose last MAC authentication was less than 5 minutes ago, will have their MAC authentication
succeed
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Correct Answer: B

QUESTION 3
Refer to the screenshot in the diagram below, as seen when a Web Login Page is configured in ClearPass Guest:

Home » Configuration » Web Logins

RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

RADIUS Web Login Editor

Guest Network

* Name:
" | Enter a name for this web login page.

Aruba_login
Page Name: Enter a page name for this web login.
The web login will be accessible from "/guest/page_name.php”.

Description:
Comments or descriptive text about the web login.

ﬁruha MNetworks -

* : A
Vendor Settings:
g Select a predefined group of settings suitable for standard network configurations.

securelogin. arubanetworks.com
Enter the IP address or hostname of the vendor's product here.

Address:

Use vendor default -

Secure Login:
Select a security option to apply to the web login process.

[T] The controller will send the IP to submit credentials
Dynamic Address: 1n multi-controller deployments, it is often required to post credentials to different add

The address above will be used whenever the parameter is not available or fails the rt

What is the Address field value \\'securelogin.arubanetworks.com\\' used for?

A. For appending to the Web Login URL, before the page name.

B. For ClearPass to POST the user credentials to the NAD device.

C. For ClearPass to send a RADIUS request to the NAD device.

D. For ClearPass to send a TACACS+ request to the NAD device.

E. For appending to the Web Login URL, after the page name.

Correct Answer: B
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QUESTION 4

A company implemented the Self-Registration with Sponsor Approval workflow for their Guest SSID. A guest connects
to the Guest SSID, then self-registers. They see the following on their client device:

Aruba Virtual Laptop Qptions Connect USE Device B8 Send Ctrl-Alt-Delete

A Hey! Here's your Receipt! x §

&« C | B pt#pe//10.254,5.80/guest/RegistrationFagel_receipt.php

Az sesnen ClearPass

natworkas

Hey! Here's your Recéipt!

The details for your guest account are shown below.

Your account is currently awaiting confirmation. This page will refresh every 30 seconds.

[ Visitor Registration Receipt |
Sponsors Email: pilt3@arubaclass.com '
Visitor's Name: Neil
Phone Number: 12345678
Company Name: Aruba Networks

Account Username: ‘ limdir@gmail.com
Visitor Password: Q( 30687852

Activation Time: Friday, 24 May 2013, 10:48 PM
Expiration Time: Saturday, 25 May 2013, 10:48 PM

Account Status: Disabled

o Login

H Download account details

Which of the following is true?

A. The Sponsor approved the guest already.

B. The Sponsor has not approved the guest yet.

C. A confirmation email was sent to the sponsor at limdir@gmail.com.
D. A guest registration receipt was sent to plt3@arubaclass.com.

E. The guest is ready to login using their username and password.

Correct Answer: B

QUESTION 5
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What database in the Policy Manager contains the device attributes derived by profiling?
A. Local Users Repository

B. Onboard Devices Repository

C. Endpoints Repository

D. Guest User Repository

E. Client Repository

Correct Answer: C
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