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QUESTION 1

In a public cloud environment Alibaba Cloud is responsible for security of cloud computing infrastructure (such as the
IDC environment, physical server OandM, and virtualization layer of cloud products). However, you still need to perform
necessary security optimization measures for the Cloud products you purchased. Which of the following actions do you
think are safe? 

A. To reduce the communication cost, five administrators of the company use the root account to log on to the ECS
instance. 

B. After buying an ECS instance, enable the security group firewall for the ECS instance through the console, and only
allow a management IP address to remotely log on to the ECS instance. 

C. For easy management, change the administrator password for the ECS instance to 123456. 

D. To enable colleagues working at home to update data, open public IP addresses for ApsaraDB for RDS instances,
and allow all IP addresses to connect to the instances 

Correct Answer: B 

 

QUESTION 2

After a customer uses Alibaba Cloud Anti-DDoS Premium Service, a 502 error is prompted. Which of the followings are
the possible causes of the error? (Number of correct answers 3) 

A. Network congestion or jitter occurred 

B. The IP address of the origin site is exposed and suffered an attack 

C. The service was configured using the IP address method instead of the CI 

D. The Anti-DDoS Service IP range was not released As a result, the origin site is blocked. 

Correct Answer: ABD 

 

QUESTION 3

Alibaba Cloud Security\\'s Data R.sk Control can effectively resolve junk registration, database hacking, and other
service risk identification problems To use this service. you need to first collect service data. Which of the following
methods can be used to collect information off Web application systems? 

A. JavaScript 

B. SDK 

C. JavaScript, SDK 

D. HTML5 

Correct Answer: A 
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QUESTION 4

When applying for an SSL certificate through Alibaba Cloud\\'s SSL Certificates Service, there is an offline review
process which can take 3-5 business days or 5-7 business days depending on the type of certificate you have applied
for: 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 5

When you receive a security alert from Alibaba Cloud Security Center, which of the following actions should you do? 

A. The alert is dangerous You must immediately report it to the police 

B. Shield the alert because it is not important 

C. Once you receive an alert, you need to determine the specific risk and perform troubleshooting For example, change
the password, or upgrade application software 

D. There is no need to care about the alert Alibaba Cloud Security Center will handle it. 

Correct Answer: C 
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