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QUESTION 1

Various profit-oriented hacker groups exist on the Internet. They control a large number of server resources and can
launch network attacks against a target server at any time Among those, one type of attack is common and destructive,
which completely consumes resources of the target server so that normal customers cannot connect to the server.
Which of the following belongs to this type of attack? 

A. XSS attack 

B. Webshell attack 

C. DDoS attack 

D. SQL injection 

Correct Answer: C 

 

QUESTION 2

Anti-DDoS is one of the major products of Alibaba Cloud Security service Many websites have suffered DDoS attacks of
different types. Therefore, accurate understanding of DDoS attacks is critical to the website security protection. Which of
the following statements about DDoS attacks is the MOST accurate? 

A. The main purpose of a DDoS attack is to prevent the target server from providing normal services 

B. A DDoS attack cracks the servers logon password by means of numerous attempts 

C. The purpose of a DDoS attack is to steal confidential information 

D. DDoS attacks primarily target a database 

Correct Answer: A 

 

QUESTION 3

You have helped a customer set up a content filtering solution based on Content Moderation service However, the
customer is complaining that certain images are getting incorrectly flagged as pornographic content. What can you do to
help fix this? 

A. Create an "Image Library" from the Content Moderation console and add the images to the Image Library\\'s whitelist 

B. Ask your customer to use different images on their site 

C. Modify the images until Content Moderation service starts marking them as pornographic. 

D. Open a ticket with Alibaba Cloud support, and send them a copy of the images, so that they can tune Content
Moderation\\'s detection algorithms 

Correct Answer: A 
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QUESTION 4

Alibaba Cloud WAF currently supports web security protection for HTTP and HTTPS. Which of the following ports are
usually used for HTTP and HTTPS protocols? (Number of correct answers: 2) 

A. 80 

B. 443 

C. 22 

D. 21 

Correct Answer: AB 

 

QUESTION 5

To improve system security and protect the system from DDoS attacks, you can use Alibaba Cloud Anti-DDoS Premium
Service. Which of the following products can be used together with Alibaba Cloud Anti-DDoS Service to improve the
system access capabilities? (Number of correct answers 3) 

A. Server Load Balancer 

B. CDN 

C. WAF 

D. RDS 

Correct Answer: ABC 
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