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QUESTION 1

Anti-DDoS Premium Service is a value-added service intended to address the problem of service
interruption caused by DDoS attack to servers including non-Alibaba Cloud hosts)

Users can configure a protected IP address so that the attack traffic can be redirected to this IP address,
thereby ensuring the stability and reliability of the origin site. When a user configures Anti-DDoS Premium
Service and imports an HTTPS certificate, the system prompts an "incorrect parameter format" error.
Which of the following is NOT the reason of this error?

A. The certificate contains strings like "---"

B. The name of the certificate contains invalid letters

C. The certificate contains nonstandard content

D. The name of the certificate is too long to be accepted

Correct Answer: C

QUESTION 2

When submitting requests to the Content Moderation service API, which HTTP method should you use?
A. HEAD

B. PUT

C. GET

D. POST

Correct Answer: D

QUESTION 3

Which of the following services can be protected by the Alibaba Cloud Security Center\\'s anti-brute force password
cracking function? (Number of answers 3)

A. Windows remote desktop service (RDP) Linux remote control service (SSH)
B. Web service (HTTP)
C. MySQL database service SQLServer database service

D. File transfer service (FTP)
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Correct Answer: BCD

QUESTION 4

Your applications are deployed on Alibaba Cloud ECS instances. You want to collect indicators by yourself for
application layer monitoring. Which of the following functions provided by Alibaba Cloud CloudMonitor can be used for
indicator collection, aggregation, and alerting?

A. CloudMonitor cannot meet these requirements

B. Cloud service monitoring

C. Site monitoring

D. Custom monitoring

Correct Answer: D

QUESTION 5

Alibaba Cloud ECS instances are common targets of hacker attacks. There are many types of attacks against ECS
instances. Which of the following attacks specifically target the operating system of an ECS instance? (Number of
correct answers: 3)

A. SQL injection

B. Trojan or Webshell installation

C. Brute force RDP password cracking

D. Brute force SSH password cracking

Correct Answer: BCD
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