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QUESTION 1

A network engineer must provide additional safeguards to protect encrypted data at Application Load Balancers (ALBs)
through the use of a unique random session key. 

What should the network engineer do to meet this requirement? 

A. Change the ALB security policy to a policy that supports TLS 1.2 protocol only. 

B. Use AWS Key Management Service (AWS KMS) to encrypt session keys. 

C. Associate an AWS WAF web ACL with the ALBs, and create a security rule to enforce forward secrecy (FS). 

D. Change the ALB security policy to a policy that supports forward secrecy (FS). 

Correct Answer: D 

 

QUESTION 2

From the following options, select the answer that correctly describes the implementation of the HTTP protocol 

A. By definition, HTTP is a connection-less oriented protocol and therefore utilises TCP 

B. By definition, HTTP is a connection orientated protocol and therefore utilises TCP 

C. By definition, HTTP is a connection-less oriented protocol and therefore utilises UDP 

D. By definition, HTTP can be configured to be either connection or connection-less oriented - by specifying the
appropriate HTTP header. 

Correct Answer: B 

Explanation: 

HTTP is a connection orientated protocol and therefore utilizes TCP 

Reference: https://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol 

 

QUESTION 3

A company runs a web application on an Amazon EC2 instance. The application experiences performance issues for a
short period at the same time every day. To diagnose the issue, the application vendor needs a packet capture of the
web application network interface. The company\\'s network administrator does not have SSH access to the instance. 

Which solution will meet these requirements? 

A. Use Traffic Mirroring. Create a new EC2 instance, and use its network interface as the traffic mirror target. Add a rule
to the new instance\\'s security group to allow UDP port 4789 inbound traffic. 

B. Use Traffic Mirroring. Enable enhanced networking support on the elastic network interface. Stream the packet
capture to an Amazon Kinesis data stream. 
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C. Use VPC Flow Logs. Enable enhanced networking support on the elastic network interface. Stream packets to
Amazon CloudWatch Logs. 

D. Use VPC Flow Logs. Disable source/destination checks on the instance. Stream packets to Amazon CloudWatch
Logs. 

Correct Answer: A 

 

QUESTION 4

What are two reasons to have multiple IP addresses or interfaces on one server? (Choose two.) 

A. You can host multiple SSLs 

B. Create management networks 

C. Direct Connect connections 

D. Teaming multiple NICs for more throughput 

Correct Answer: AB 

Explanation: 

You cannot bind multiple interfaces for faster speeds on AWS 

 

QUESTION 5

You have been asked to monitor traffic flows on your Amazon EC2 instance. You will be performing deep packet
inspection, looking for atypical patterns. 

Which tool will enable you to look at this data? 

A. Wireshark 

B. VPC Flow Logs 

C. AWS CLI 

D. CloudWatch Logs 

Correct Answer: A 

References: https://www.slideshare.net/TeriRadichel/packet-capture-on-aws 
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