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QUESTION 1

Your company is connecting one data center with one router to several VPCs and needs to access them transitively.
What should you do? 

A. Create a VPN to one VPC and peer the others. 

B. This is not possible. 

C. Use a transit VPC with a VPN running on one or more EC2 instances to route traffic between the VPCs. 

D. Just connect; VPCs are transitive in nature. 

Correct Answer: C 

Explanation: 

VPCs are not transitive, so you will need a "transit VPN" in order to route between the VPCs. 

 

QUESTION 2

You currently use a single security group assigned to all nodes in a clustered NoSQL database. Only your cluster
members in one region must be able to connect to each other. This security group uses a self-referencing rule using the
cluster security group\\'s group-id to make it easier to add or remove nodes from the cluster. You need to make this
database comply with out-of-region disaster recovery requirements and ensure that the network traffic between the
nodes is encrypted when travelling between regions. How should you enable secure cluster communication while
deploying additional cluster members in another AWS region? 

A. Create an IPsec VPN between AWS regions, use private IP addresses to route traffic, and create cluster security
group rules that reference each other\\'s security group-id in each region. 

B. Create an IPsec VPN between AWS regions, use private IP addresses to route traffic, and create cluster security
group CIDR-based rules that correspond with the VPC CIDR in the other region. 

C. Use public IP addresses and TLS to securely communicate between cluster nodes in each AWS region, and create
cluster security group CIDR-based rules that correspond with the VPC CIDR in the other region. 

D. Use public IP addresses and TLS to securely communicate between cluster nodes in each AWS region, and create
cluster security group rules that reference each other\\'s security group-id in each region. 

Correct Answer: D 

 

 

QUESTION 3

Which of the following physical layer standards is required for connection to AWS Direct Connect over a standard 1
gigabit or 10 gigabit Ethernet fiber-optic cable? 

A. Single mode fiber, 1000BASE-LX for 1 gigabit Ethernet, or 10GBASE-ER for 10 gigabit Ethernet 
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B. Multi mode fiber, 1000BASE-LX for 1 gigabit Ethernet, or 10GBASE-ER for 10 gigabit Ethernet 

C. Single mode fiber, 1000BASE-LX for 1 gigabit Ethernet, or 10GBASE-LR for 10 gigabit Ethernet 

D. Multi mode fiber, 1000BASE-SX for 1 gigabit Ethernet, or 10GBASE-SR for 10 gigabit Ethernet 

Correct Answer: C 

Explanation: 

Connections to AWS Direct Connect require single mode fiber, 1000BASE-LX (1310nm) for 1 gigabit 

Ethernet, or 10GBASE-LR (1310nm) for 10 gigabit Ethernet. 

Reference: http://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html 

 

QUESTION 4

What two items are required for all AWS VPNs? (Choose two.) 

A. Virtual Private Gateway 

B. ASN 

C. A hardware router 

D. Customer Gateway 

Correct Answer: AD 

Explanation: 

An ASN is only required for dynamic VPNs and hardware routers are not required. 

 

QUESTION 5

Which statement about placement groups is incorrect? 

A. A placement group is a logical grouping of instances in a single AZ. 

B. If you stop an instance and restart it, it will always return to the same placement group. 

C. To help ensure capacity in a placement group, deploy all instances at once. 

D. There is no charge for creating a placement group. 

Correct Answer: B 

Explanation: 

There may not be sufficient capacity in the placement group. 
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