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QUESTION 1

You use a VPN to extend your corporate network into a VPC. Instances in the VPC are able to resolve resource records
in an Amazon Route 53 private hosted zone. Your on-premises DNS server is configured with a forwarder to the VPC
DNS server IP address. On-premises users are unable to resolve names in the private hosted zone, although instances
in a peered VPC can. 

What should you do to provide on-premises users with access to the private hosted zone? 

A. Create a proxy resolver within the VPC. Point the on-premises forwarder to the proxy resolver. 

B. Modify the network access control list on the VPC to allow DNS queries from on-premises systems. 

C. Configure the on-premises server as a secondary DNS for the private zone. Update the NS records. 

D. Update the on-premises forwarders with the four name servers assigned to the private hosted zone. 

Correct Answer: D 

References: https://aws.amazon.com/blogs/security/how-to-set-up-dns-resolution-between-on-premisesnetworks-and-
aws-by-using-unbound/ 

 

QUESTION 2

You wish to host a mailserver on an EC2 instance. What two steps must you take to ensure utmost reliability? 

A. Create an EIP for the instance. 

B. Configure the mail service to serve as an open relay. 

C. Contact AWS to have a Reverse DNS record configured and to help keep your domain from SPAM blacklists. 

D. Provide open security group access to your instance on ports 25, 3389 and 22. 

Correct Answer: AC 

Explanation: 

Using an open relay is bad. Your security group does not require 3389 or 22 to be open. 

 

QUESTION 3

Each custom AWS Config rule you create must be associated with a(n) AWS ____, which contains the logic that
evaluates whether your AWS resources comply with the rule. 

A. Lambda function 

B. Configuration trigger 

C. EC2 instance 
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D. S3 bucket 

Correct Answer: A 

Explanation: You can develop custom AWS Config rules to be evaluated by associating each of them with an AWS
Lambda function, which contains the logic that evaluates whether your AWS resources comply with the rule. You
associate this function with your rule, and the rule invokes the function either in response to configuration changes or
periodically. The function then evaluates whether your resources comply with your rule, and sends its evaluation results
to AWS Config. 

Reference: http://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html 

 

QUESTION 4

A company uses AWS Direct Connect to connect its corporate network to multiple VPCs in the same AWS 

account and the same AWS Region. Each VPC uses its own private VIF and its own virtual LAN on the 

Direct Connect connection. 

The company has grown and will soon surpass the limit of VPCs and private VIFs for each connection. 

What is the MOST scalable way to add VPCs with on-premises connectivity? 

A. Provision a new Direct Connect connection to handle the additional VPCs. Use the new connection to connect
additional VPCs. 

B. Create virtual private gateways for each VPC that is over the service quota. Use AWS Site-to-Site VPN to connect
the virtual private gateways to the corporate network. 

C. Create a Direct Connect gateway, and add virtual private gateway associations to the VPCs. Configure a private VIF
to connect to the corporate network. 

D. Create a transit gateway, and attach the VPCs. Create a Direct Connect gateway, and associate it with the transit
gateway. Create a transit VIF to the Direct Connect gateway. 

Correct Answer: B 

 

QUESTION 5

A company has 225 mobile and desktop devices and 300 partner VPNs that need access to an AWS VPC. VPN users
should not be able to reach one another. Which approach will meet the technical and security requirements while
minimizing costs? 

A. Use the AWS IPsec VPN for the mobile, desktop, and partner VPN connections. Use network access control lists
(Network ACLs) and security groups to maintain routing separation. 

B. Use the AWS IPsec VPN for the partner VPN connections. Use an Amazon EC2 instance VPN for the mobile and
desktop devices. Use Network ACLs and security groups to maintain routing separation. 

C. Create an AWS Direct Connect connection between on-premises and AWS Use a public virtual interface to connect
to the AWS IPsec VPN for the mobile, desktop, and partner VPN connections. 
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D. Use an Amazon EC2 instance VPN for the desktop, mobile, and partner VPN connections. Use features of the VPN
instance to limit routing and connectivity. 

Correct Answer: B 
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