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QUESTION 1

Your Devops team is responsible for a multi-tier, Windows-based web application consisting of web servers, Amazon
RDS database instances, and a load balancer behind Amazon Route53. You have been asked by your manager to build
a cost-effective rolling deployment solution for this web application. 

What method should you use? 

A. Re-deploy your application on an AWS OpsWorks stack. Use the AWS OpsWorks clone stack feature to allow
updates between duplicate stacks 

B. Re-deploy your application on Elastic BeanStalk and take advantage of Elastic BeanStalk rolling updates 

C. Re-deploy your application using an AWS CloudFormation template, launch a new AWS CloudFormation stack
during each deployment, and then tear down the old stack 

D. Re-deploy your application using an AWS CloudFormation template. Use AWS CloudFormation rolling deployment
policies, create a new policy for your AWS CloudFormation stack, and initiate an update stack operation to deploy new
code 

Correct Answer: D 

 

QUESTION 2

What is the minimum charge for the data transferred between Amazon RDS and Amazon EC2 Instances in the same
Availability Zone? 

A. USD 0.10 per GB 

B. No charge. It is free. 

C. USD 0.02 per GB 

D. USD 0.01 per GB 

Correct Answer: B 

 

QUESTION 3

You run a small online consignment marketplace. Interested sellers complete an online application in order to allow
them to sell their products on your website. Once approved, they can their product using a custom interface. From that
point, you manage the shopping cart process so that when a buyer decides to buy a product, you handle the billing and
coordination the shipping. Part of this process requires sending emails to the buyer and the seller at different stages.
Your system has been running on AWS for a few months. Occasionally, products are shipped before payment has
cleared and emails are sent out of order. Furthermore, sometimes credit cards are being charged twice. 

How can you resolve these problems? 

A. Use the Amazon Simple Queue Service (SQS), and use a different set of workers for each task 

B. Use the Amazon Simple Workflow Service (SWF), and use a different set of workers for each task. 
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C. Use the Simple Email Service (SES) to control the correct order of email delivery 

D. Use the AWS Data Pipeline service to control the process flow of the various tasks 

E. Use the Amazon Simple Queue Service (SQS), and use a single set of workers for each task 

Correct Answer: E 

 

QUESTION 4

You have a load balancer configured for VPC, and all backend Amazon EC2 instances are in service. However, your
web browser times out when connecting to the load balancer\\'s DNS name. 

Which options are probable causes of this behavior? 

A. The load balancer was not configured to use a public subnet with an Internet gateway configured 

B. The Amazon EC2 instances do not have a dynamically allocated private IP address 

C. The security groups or network ACLs are not properly configured for web traffic 

D. The load balancer is not configured in a private subnet with a NAT instance 

E. The VPC does not have a VGW configured 

Correct Answer: AC 

 

QUESTION 5

You are currently hosting multiple applications in a VPC and have logged numerous port scans coming in from a
specific IP address block. Your security team has requested that all access from the offending IP address block be
denied for the next 24 hours. 

Which of the following is the best method to quickly and temporarily deny access from the specified IP address block? 

A. Create an AD policy to modify Windows Firewall settings on all hosts in the VPC to deny access from the IP address
block 

B. Modify the Network ACLs associated with all public subnets in the VPC to deny access from the IP address block 

C. Add a rule to all of the VPC 5 Security Groups to deny access from the IP address block 

D. Modify the Windows Firewall settings on all Amazon Machine Images (AMIs) that your organization uses in that VPC
to deny access from the IP address block 

Correct Answer: B 
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