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QUESTION 1

A company runs an ecommerce website that is hosted on AWS. External auditors have requested proof that the AWS
services that the company uses are compliant with the Payment Card Industry Data Security Standard (PCI DSS).
Which AWS service will provide this information? 

A. AWS Certificate Manager (ACM) 

B. AWS Artifact 

C. AWS License Manager 

D. AWS CloudTrail 

Correct Answer: B 

AWS Artifact is a service that provides access to AWS compliance reports and other audit documents. It includes
reports on compliance with a range of industry standards and regulations, including PCI DSS. 

To provide proof of compliance with PCI DSS, the company can use AWS Artifact to access the relevant compliance
report. The report will provide details on the AWS services that are in scope for PCI DSS compliance, as well as the
controls that are implemented by AWS to meet the requirements of the standard. 

 

QUESTION 2

Which of the following are economic advantages of the AWS Cloud? (Choose two.) 

A. Increased workforce productivity 

B. Decreased need to encrypt user data 

C. Manual compliance audits 

D. Simpli ed total cost of ownership (TCO) accounting 

E. Faster product launches 

Correct Answer: AE 

A and E 

E: Business Agility: Deploying new features/ applications faster and reducing errors Example: Launch of new products
75% faster. https://aws.amazon.com/economics/ 

 

QUESTION 3

Which AWS service helps identify malicious or unauthorized activities in AWS accounts and workloads? 

A. Amazon Rekognition 

B. AWS Trusted Advisor 
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C. Amazon GuardDuty 

D. Amazon CloudWatch 

Correct Answer: C 

Reference: https://aws.amazon.com/guardduty/ 

 

QUESTION 4

A user is storing objects in Amazon S3. The user needs to restrict access to the objects to meet compliance obligations.
What should the user do to meet this requirement? 

A. Use AWS Secrets Manager. 

B. Tag the objects in the S3 bucket. 

C. Use security groups. 

D. Use network ACLs. 

Correct Answer: B 

Secrets Manager is for secrets (passwords) 

Network ACL is a statekless firewall working on IPs, not users. Security Groups are stateful firewall, not for user
permissions. 

In this case I\\'d say tags: 

https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-tagging.html "Object tags enable fine-grained access
control of permissions. For example, you could grant an IAM user permissions to read-only objects with specific tags." 

 

QUESTION 5

What is the purpose of a policy in AWS Identity Access Management (IAM)? 

A. To define the run schedule of an Amazon EC2 instance 

B. To assign permissions to a role, group, or user 

C. To manage ports within a VPN 

D. To manage the access keys for an IAM user 

Correct Answer: B 
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