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QUESTION 1

A Solutions Architect has been asked to deliver video content stored on Amazon S3 to specific users from Amazon
CloudFront while restricting access by unauthorized users.

How can the Architect implement a solution to meet these requirements?
A. Configure CloudFront to use signed-URLSs to access Amazon S3.

B. Store the videos as private objects in Amazon S3, and let CloudFront serve the objects by using only Origin Access
Identity (OAI).

C. Use Amazon S3 static website as the origin of CloudFront, and configure CloudFront to deliver the videos by
generating a signed URL for users.

D. Use OAI for CloudFront to access private S3 objects and select the Restrict Viewer Access option in CloudFront
cache behavior to use signed URLSs.

Correct Answer: B

Reference: https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-
to-s3.html

QUESTION 2

A company wants to migrate a three-tier web application to AWS. The company wants to control the placement of the
instances and have visibility into underlying sockets and cores for licensing purposes. Which compute model should a
Solutions Architect choose to accomplish this task?

A. EC2 Reserved Instances

B. EC2 Spot Instances

C. EC2 Dedicated Hosts

D. EC2 Placement Groups

Correct Answer: C

Reference: https://aws.amazon.com/ec2/fags/

QUESTION 3

An organization designs a mobile application for their customers to upload photos to a site. The application needs a
secure login with MFA. The organization wants to limit the initial build time and maintenance of the solution. Which
solution should a Solutions Architect recommend to meet the requirements?

A. Use Amazon Cognito Identity with SMS-based MFA.

B. Edit AWS IAM policies to require MFA for all users.
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C. Federate IAM against corporate AD that requires MFA.
D. Use Amazon API Gateway and require SSE for photos.

Correct Answer: A

QUESTION 4

A solutions Architect is designing a new workload where an AWS Lambda function will access an Amazon DynamoDB
table. What is the MOST secure means of granting the Lambda function access to the DynamoDB table?

A. Create an identity and access management (IAM) role with the necessary permissions to access the DynamoDB
table, and assign the role to the Lambda function.

B. Create a DynamoDB user name and password and give them to the Developer to use in the Lambda function.
C. Create an identity and access management (IAM) user, and create access and secret keys for the user. Give the
user the necessary permissions to access the DynamoDB table. Have the Developer use these keys to access the

resources.

D. Create an identity and access management (IAM) role allowing access from AWS Lambda and assign the role to the
DynamoDB table.

Correct Answer: A

Reference: https://aws.amazon.com/blogs/security/how-to-create-an-aws-iam-policy-to-grant-aws-lambda-access-to-an-
amazon-dynamodb-table/

QUESTION 5

A Solutions Architect is designing a solution to send Amazon CloudWatch Alarm notifications to a group of users on a
smartphone mobile application. What are the key steps to this solution? (Choose two.)

A. Configure the CloudWatch Alarm to send the notification to an Amazon SNS topic whenever there is an alarm.
B. Configure the CloudWatch Alarm to send the notification to a mobile phone number whenever there is an alarm.
C. Configure the CloudWatch Alarm to send the notification to the email addresses whenever there is an alarm.

D. Create the platform endpoints for mobile devices and subscribe the SNS topic with platform endpoints.

E. Subscribe the SNS topic with an Amazon SQS queue, and poll the messages continuously from the queue. Use each
mobile platform\\'s libraries to send the message to the mobile application.

Correct Answer: AD

Reference: https://aws.amazon.com/sns/faqs/
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