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QUESTION 1

You have an Azure subscription named Subscription1. 

You have a virtualization environment that contains the virtualization servers in the following table. 

The virtual machines are configured as shown in the following table. 

All the virtual machines use basic disks. VM1 is protected by using BitLocker Drive Encryption (BitLocker). 

You plan to use Azure Site Recovery to migrate the virtual machines to Azure. Which virtual machines can you migrate?
To answer, select the appropriate options in the answer area; 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

References: 

https://docs.microsoft.com/en-us/azure/site-recovery/hyper-v-azure-support-matrix#azure-vm- requirements 
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QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription that contains the following resources: 

1.

 A virtual network that has a subnet named Subnet1 

2.

 Two network security groups (NSGs) named NSG-VM1 and NSG-Subnet1 

3.

 A virtual machine named VM1 that has the required Windows Server configurations to allow Remote Desktop
connections 

NSG-Subnet1 has the default inbound security rules only. 

NSG-VM1 has the default inbound security rules and the following custom inbound security rule: 

1.

 Priority: 100 

2.

 Source: Any 

3.

 Source port range: * 

4.

 Destination: * 

5.

 Destination port range: 3389 

6.

 Protocol: UDP 

7.

 Action: Allow 
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VM1 connects to Subnet1. NSG1-VM1 is associated to the network interface of VM1. NSG-Subnet1 is associated to
Subnet1. 

You need to be able to establish Remote Desktop connections from the internet to VM1. 

Solution: You add an inbound security rule to NSG-Subnet1 and NSG-VM1 that allows connections from the internet
source to the VirtualNetwork destination for port range 3389 and uses the TCP protocol. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

The default port for RDP is TCP port 3389. A rule to permit RDP traffic must be created automatically when you create
your VM. 

Note on NSG-Subnet1: Azure routes network traffic between all subnets in a virtual network, by default. References:
https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/troubleshoot-rdp-connection 

 

QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription that contains 10 virtual networks. The virtual networks are hosted in separate resource
groups. 

Another administrator plans to create several network security groups (NSGs) in the subscription. 

You need to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual networks. 

Solution: You assign a built-in policy definition to the subscription. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Resource policy definition used by Azure Policy enables you to establish conventions for resources in your organization
by describing when the policy is enforced and what effect to take. However, there are no built-in policy definitions.
Though there are sample policy defintions. 

Reference: https://docs.microsoft.com/en-us/azure/azure-policy/policy-definition 
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QUESTION 4

You have an Azure subscription named Subscription1. 

You deploy a Linux virtual machine named VM1 to Subscription1. 

You need to monitor the metrics and the logs of VM1. 

What should you use? 

A. LAD 3.0 

B. Azure Analysis Services 

C. the AzurePerformanceDiagnostics extension 

D. Azure HDInsight 

Correct Answer: C 

You can use extensions to configure diagnostics on your VMs to collect additional metric data; The basic host metrics
are available, but to see more granular and VM-specific metrics, you need to install the Azure diagnostics extension on
the VM. The Azure diagnostics extension allows additional monitoring and diagnostics data to be retrieved from the VM. 

References: https://docs.microsoft.com/en-us/azure/virtual-machines/linux/tutorial-monitoring 

 

QUESTION 5

You are the global administrator for an Azure Active Directory (Azure AD) tenant named adatum.com. From the Azure
Active Directory blade, you assign the Conditional Access Administrator role to a user You need to ensure that Admin1
has just-in-time access as a conditional access administrator. 

What should you do next? 

A. Enable Azure AD Multi-Factor Authentication (MFA). 

B. Set Admin1 as Eligible for the Privileged Role Administrator role. 

C. Admin1 as Eligible for the Conditional Access Administrator role. 

D. Enable Azure AD Identity Protection. 

Correct Answer: A 

Require MFA for admins is a baseline policy that requires MFA for the following directory roles: Global administrator
SharePoint administrator Exchange administrator Conditional access administrator Security administrator 

References: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/baseline-protection 
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