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QUESTION 1

Your company\\'s Azure subscription includes Azure virtual machines (VMs) that run Windows Server 2016. 

One of the VMs is backed up every day using Azure Backup Instant Restore. 

When the VM becomes infected with data encrypting ransomware, you decide to recover the VM\\'s files. 

Which of the following is TRUE in this scenario? 

A. You can only recover the files to the infected VM. 

B. You can recover the files to any VM within the company\\'s subscription. 

C. You can only recover the files to a new VM. 

D. You will not be able to recover the files. 

Correct Answer: B 

 

QUESTION 2

You create an App Service plan named plan1 and an Azure web app named webapp1. You discover that the option to
create a staging slot is unavailable. You need to create a staging slot for plan1. What should you do first? 

A. From webapp1, modify the Application settings. 

B. From webapp1, add a custom domain. 

C. From plan1, scale up the App Service plan. 

D. From plan1, scale out the App Service plan. 

Correct Answer: C 

Scale up: Get more CPU, memory, disk space, and extra features like dedicated virtual machines (VMs), custom
domains and certificates, staging slots, autoscaling, and more. You scale up by changing the pricing tier of the App
Service plan that your app belongs to. 

Reference: https://docs.microsoft.com/en-us/azure/app-service/manage-scale-up 

 

QUESTION 3

You have an Azure subscription that contains a virtual machine named VM1. 

You have an on-premises datacenter that contains a domain controller named DC1. ExpressRoute is used to connect
the on-premises datacenter to Azure. 

You need to use Connection Monitor to identify network latency between VM1 and DC1. 

What should you install on DC1? 
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A. the Azure Connected Machine agent for Azure Arc-enabled servers 

B. the Azure Network Watcher Agent virtual machine extension 

C. the Log Analytics agent 

D. an Azure Monitor agent extension 

Correct Answer: D 

Reference: https://learn.microsoft.com/en-us/azure/expressroute/how-to-configure-connection-monitor 

 

QUESTION 4

You have a hybrid infrastructure that contains an Azure Active Directory (Azure AD) tenant named
contoso.onmicrosoft.com. The tenant contains the users shown in the following table. 

You plan to share a cloud resource to the All Users group. You need to ensure that User1, User2, User3, and User4 can
connect successfully to the cloud resource. 

What should you do first? 

A. Create a user account of the member type for User4. 

B. Create a user account of the member type for User3. 

C. Modify the Directory-wide Groups settings. 

D. Modify the External collaboration settings. 

Correct Answer: C 

Ensure that "Enable an \\'All Users\\' group in the directory" policy is set to "Yes" in your Azure Active Directory (AD)
settings in order to enable the "All Users" group for centralized access administration. This group represents the entire 

collection of the Active Directory users, including guests and external users, that you can use to make the access
permissions easier to manage within your directory. 

Incorrect Answers: 

A, B: User3 and User4 are guests already. 

Note: By default, all users and guests in your directory can invite guests even if they\\'re not assigned to an admin role.
External collaboration settings let you turn guest invitations on or off for different types of users in your organization.
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You 

can also delegate invitations to individual users by assigning roles that allow them to invite guests. 

References: 

https://www.cloudconformity.com/knowledge-base/azure/ActiveDirectory/enable-all-users- group.html 

 

QUESTION 5

You plan to automate the deployment of a virtual machine scale set that uses the Windows Server 2016 Datacenter
image. 

You need to ensure that when the scale set virtual machines are provisioned, they have web server components
installed. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Modify the extensionProfile section of the Azure Resource Manager template. 

B. Create a new virtual machine scale set in the Azure portal. 

C. Create an Azure policy. 

D. Create an automation account. 

E. Upload a configuration script. 

Correct Answer: AE 

The Custom Script Extension downloads and executes scripts on Azure VMs. This extension is useful for post
deployment configuration, software installation, or any other configuration / management task. Scripts can be
downloaded from Azure storage or GitHub, or provided to the Azure portal at extension run-time. 

The Custom Script extension integrates with Azure Resource Manager templates, and can also be used with the Azure
CLI, Azure PowerShell, Azure portal, or the REST API The following Custom Script Extension definition downloads a
sample script from GitHub, installs the required packages, then writes the VM instance hostname to a basic HTML
page. 

Reference: https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/tutorial-install-apps-template 
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