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QUESTION 1

You have an Azure Active Directory (Azure AD) tenant that has the initial domain name.

You have a domain name of contoso.com registered at a third-party registrar.

You need to ensure that you can create Azure AD users that have names containing a suffix of @contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate cmdlets from the list of cmdlets
to the answer area and arrange them in the correct order.

Select and Place:

Actions Answer Area

Add an Azure Al) tenant.

@©®®

Create an Azure DNS zone. @o

Verify the domain. §£§@
@@

Configure company branding.

Add a record to the public r@ﬁ;

contoso.com DNS zone.

"\."}VM
Add a custom domain name.
Correct Answer:
Actions Answer Area
Adi an Aziiee AD tehant. Add a custom q{t@ain namec.
.l""'\\
(& )
Create an Azure DNS zone. Add a recordio the public
conto DNS zone.
P i,
the domain.
Configure company branding. @@
@“S@ O
‘x‘j&d\\)

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/add-custom-domain
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QUESTION 2
DRAG DROP

You are designing a solution to secure a company\\'s Azure resources. The environment hosts 10 teams. Each team
manages a project and has a project manager, a virtual machine (VM) operator, developers, and contractors.

Project managers must be able to manage everything except access and authentication for users. VM operators must
be able to manage VMs, but not the virtual network or storage account to which they are connected. Developers and
contractors must be able to manage storage accounts.

You need to recommend roles for each member.

What should you recommend? To answer, drag the appropriate roles to the correct employee types. Each role may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Answer Area

e Employee type Role

Owner ‘ ﬁ@ _
Project m%%%gb?

. h,
 Contributor VM tors

(&

Reader (@
Developers

Virtual Machine Contributog™ ;' :

K ) Contractors

Storage Account Conct:?ﬁrtor;'

Correct Answer:
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Answer Area
Roles
Owner
Contributor
Reader
Virtual Machine Contributog!
K w2
Storage Account Conﬁﬁ)utor

QUESTION 3

Employee type
Project ma Contributor
o

VM@gﬁtors

ve[c:pers

¢

Contractors

You need to configure the Azure ExpressRoute circuits.

https://lwww.geekcert.com/az-300.html
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Role

Virtual Machine Contributor

Storage Account Contributor

Storage Account Contributor

How should you configure Azure ExpressRoute routing? To answer, drag the appropriate configurations to the correct
locations. Each Configuration may be used once, more than once, or not at all. You may need to drag the split bar
between panes or scroll to view content NOTE: Each correct selection is worth one point.

Select and Place:

Configurations Answer Area
Use BGP communities to configure Routing from A.Datum to %@)@
BGP's Local Preference. o
Routing from Microso Services to
Use BGP to append the private AS A Datum: &

numbers to the advertised prefixes.

Use BGP to append the public AS
numbers to the advertised prefixes.

Correct Answer:

v

o
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Configurations Answer Area

Routing from A.Datum to WCZ@@ Use BGP to append the private AS
O numbers to the advertised prefixes.

Use BGP communities to configure
BGP's Local Preference. ¢

b

Routing from Microso@w Services to
A Datum: ﬁ;:

g

Use BGP to append the public AS
numbers to the advertised prefixes.

e,

Azure compute services, namely virtual machines (laaS) and cloud services (PaaS), that are deployed within a virtual
network can be connected through the private peering domain. The private peering domain is considered to be a trusted
extension of your core network into Microsoft Azure.

Services such as Azure Storage, SQL databases, and Websites are offered on public IP addresses. You can privately
connect to services hosted on public IP addresses, including VIPs of your cloud services, through the public peering
routing domain. You can connect the public peering domain to your DMZ and connect to all Azure services on their
public IP addresses from your WAN without having to connect through the internet.

References: https://docs.microsoft.com/en-us/azure/expressroute/expressroute-circuit-peerings

QUESTION 4

You maintain an existing Azure SQL Database instance. Management of the database is performed by an external
party. Ail cryptographic keys are stored in an Azure Key Vault. You must ensure that the external party cannot access
the data in the SSN column of the Person table Will each protection method meet the requirement? To answer, drag the
appropriate responses to the correct protection methods. Each response may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content. NOTE: Each correct selection is worth
one point

Select and Place:

Responses Answer Area
; &
Yes Protection method ®®5 Response
No @®°
. o
Enable AlwaysOn encryption. ¢ Response
. gl® Respons
Set the column encryption sel@% disabled. e e
Rl . of9° Response
Assign users to the PubligghiXed database role.
Response

Store column encryption keys in the system catalog view in the database.

Correct Answer:
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R?SDORS?S Answer Area
- &

Yes Protection method \p§ Response

No (}@ .
Enable AlwaysOn encryption. C/ Yes
Set the column encryption sel@‘(o disabled. No
Assign users to the Publigsfixed database role. No

No

Store column encryption keys in the system catalog view in the database.

https://docs.microsoft.com/en-us/azure/security/azure-database-security-overview

QUESTION 5
You have an Azure Active Directory (Azure AD) tenant.

You have an existing Azure AD conditional access policy named Policyl. Policyl enforces the use of Azure AD-joined
devices when members of the Global Administrators group authenticate to Azure AD from untrusted locations.

You need to ensure that members of the Global Administrators group will also be forced to use multi-factor
authentication when authenticating from untrusted locations.

What should you do?

A. From the Azure portal, modify session control of Policyl.

B. From multi-factor authentication page, modify the user settings.
C. From multi-factor authentication page, modify the service settings.
D. From the Azure portal, modify grant control of Policyl.

Correct Answer: D
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