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QUESTION 1
HOTSPOT

You are designing a virtual network to support a web application. The web application uses Blob storage to store large
images. The web application will be deployed to an Azure App Service Web App.

You have the following requirements:

Secure all communications by using Secured Socket layer (SSL)

SSL encryption and decryption must be processed efficiently to support high traffic load on the web application Protect
the web application from web vulnerabilities and attacks without modification to backend code Optimize web application
responsiveness and reliability by routing HTTP request and responses to the endpoint with the lowest network latency
for the client.

You need to configure the Azure components to meet the requirements.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Requirement /@nponent

SSL Encrypt / Decrypt

pplication Gateway
ure Monitor
[Azure Security Center

&
@
L Azure Traffic Manager
Protect from web % ilities -
@

Azure Application Gatewa:
o PP ¥

\/ Azure Monitor
@ Azure Security Center

& Azure Traffic Manager

Opti esponsiveness and reliability v

Azure Application Gateway
Azure Monitor

Azure Security Center
Azure Traffic Manager

Correct Answer:
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Answer Area

Requirement mponent

SSL Encrypt / Decrypt @ -
» Application Gateway
{r{{\‘i ure Monitor
Azure Security Center
C @°|

Azure Traffic Manager

Protect from web %@z@ lities 4

{0)\%, Azure Appi?cation Gateway
Azure Monitor
@ Azure Security Center
L¢ Azure Traffic Manager
g
Opti E?;\)pcmsiveness and reliability v

B0 Azure Application Gateway
\} Azure Monitor

Azure Security Center
Azure Traffic Manager

Box 1: Azure application Gateway Azure Application Gateway supports end-to-end encryption of traffic. Application
Gateway terminates the SSL connection at the application gateway. The gateway then applies the routing rules to the
traffic, re-encrypts the packet, and forwards the packet to the appropriate back-end server based on the routing rules
defined. Any response from the web server goes through the same process back to the end user.

Box 2: Azure Security Center

Azure Security Center is a unified infrastructure security management system that strengthens the security posture of
your data centers, and provides advanced threat protection across your hybrid workloads in the cloud - whether they\\'re
in

Azure or not - as well as on premises.

Box 3: Azure Traffic Manager

Azure Traffic Manager is a DNS-based traffic load balancer that enables you to distribute traffic optimally to services
across global Azure regions, while providing high availability and responsiveness.

References:
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-end-to-end-ssl-powershell
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview

https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
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QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution.

Determine whether the solution meets the stated goals.

You have the following resource groups:

This resource group is located in the West Central LS region and
contains a single virtual machin ed Devserver,

DevServer_WestCentralUs

Hal ed DeviWorkstation. '

Workstation_EastUs Devity ion is connected 1o a subnet in a Virtual Network and is
con ed with a public IP address. A network security group has
been configured to allow public incoming remote desktop protocol
(RDP) connections to the DevWorkstation.

Developers must connect to DevServer only through DevWorkstation. To maintain security, DevServer must not accept
connections from the internet.

You need to create a private connection between the DevWokstation and DevServer.

Solution: Configure a public IP address on DevServer_WestCentral. Configure the Network Security Group to allow all
incoming ports.

Does the solution meet the goal?
A. Yes
B. NO

Correct Answer: A

QUESTION 3
SIMULATION

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address
bar.
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B &Y A Dashboard - Microsoft, X [ H 8

- — QO @ & portal.azure.com w T L

Microsoft Azure £ Search resources, services; and docs

Dashboard

Creata a rasource

All resources

Create DevOps Project

Quickstarts + tutorials

o

I Virtual machines

»ad balancers

U]H Linux Virtual Machin
Provision Ubuniy, Red Hat, CentOs, SUSE, CoreOS VM5

[ u) App Service 2
&  Creste Weo Apps using NET, Java, Node s, Python, #H
-
¢ Functions (4 ﬁ

Process events with & serveriess cooe architacture
Security Center Q
Cost Management + Rill

- QL Database &
B9 Service Health SQL Database

Home > Storage accounts > Create storage account

Create storage account

+/ Validation passed @j
|
Basics Advanced Tags Review + create \_)/

BASICS %’g
Subscription Microsoft AZ-100 5 (O_\

Rasourts arotip corpdatalod7523690

Location East US O

Enabled

Disabled

=]

d 2 template for automation
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Home > Storage accounts > Create storage account
*=* Submitting deployment...

Create ﬂor'ge account Submitting the deployment template for resourc

‘corpdatalod7523690'.
Basics Advanced Tags Review + create c@
BASICS
Subscription Micro @0 5
Resource group C d7523690
Location

Deployment model Resource manager

Account kind oo StorageV2 (general purpose v2)

Replication

Storage account name * corpdata’523690n1

Read-access geo-redundant storage

& (RA-GRS)
Performance Standard
Access tier (default) Hot
ADVANCED
Secure transfer required Enabled
Hierarchical namespace Disabled
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Home > Microsoft.StorageAccount-20181011170335 - Overview
Microsoft.StorageAccount-20181011170335 - Overview

Depioyment
| 0 ] I b 0 pelete @ cCancel |1 Redeploy Q) Refresh
<= Overview 5
- Your deployment is underway
= Outputs
Check the status of your deployment, manage resources,
EX Inputs or troubleshoot deployment issues. Pin this page to your
dashboard to easily find it next time.
|| Template
Deployment
% name: Microsoft.StorageAccount-
20181011170335

Subscription: Microsoft AZ-1005
Resource group: corpdatalod7523690

DEPLOYMENT DETAILS (Download)

Start time: 10/11/2018 5:04:06 PM
Duration: 17 seconds

Correlation ID: bd0806a4-d1bd
55e0ec38f49b

\g

RESOURCE STATUS OPERATL..

Home > Virtual machines > Creat@ ine
Create a virtual machi

<&

@ vaigation faited. ation is missing or not valid.

Basics ® Management Guest config Tags Review + create
PRODUCT DETAILS
Ubuntu Server 18.04 LTS Pricing not available for this
by Canonical 2 g .........
T f Priv ; View Pricing detail§ for more
erms of use | acy policy ; skion.
Standard D2s v3 Subscription credits apply @
by Microsoft om S/ _
Terms of use | Privacy policy Pricing for other VM sizes

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the
Marketplace offering(s) listed above; (b) authorize Microsoft to bill my current payment method for the
fees associated with the offering(s), with the same billing frequency as my Azure subscription; and (c)
agree that Microsoft may share my contact, usage and transactional information with the provider(s) of
the offering(s) for support, billing and other transactional activities. Microsoft does not provide rights for
third-party offerings. See the Azure Marketplace Terms for additional details.
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When you are finished performing all the tasks, click the "Next\\' button.

Note that you cannot return to the lab once you click the "Next\\' button. Scoring occur in the background while you
complete the rest of the exam.

Overview The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment.
While most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and
paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.

To start the lab
You may start the lab by clicking the Next button.

You need to allow RDP connections over TCP port 3389 to VM1 from the Internet. The solutions must prevent
connections from the Internet over all other TCP ports.

What should you do from the Azure portal?
Correct Answer: See solution below.
Step 1: Create a new network security group

Step 2: Select your new network security group.
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+— myNetworkSecurityGroup - Inbound security rules

e Network security group

+ Add = & Default rules

12 Search {Ctri+/) Search inbound ﬁ_@@ riffes
’(f-\)\bv
PRIORITY [’/_'}\“'N ME

& Overview \E—_;’
MNo g

=] Activity log @

;ﬁ Access control (IAM) @

0 Tags . <%@

5

Metwork interfaces

QOutbound security rules

Step 3: Select Inbound security rules. Under Add inbound security rule, enter the following Destination: Select Network
security group, and then select the security group you created previously. Destination port ranges: 3389 Protocol: Select
TCP
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R myNsg

- Inbound security rules

& Defaut ruies
B
b
" g
) Overvie PRIORITY NAME A PROTOCOL SOURCE DESTINATION  ACTION
Y WETVIEW = (Lo
oA
B Actvityleg 65000 AllewVnetinBoungd, "Q;f.im-, Any VirtualMet VirtualNet & Allow
: oy
D
o (e
s BEE ¢ ) 6500 Edonc... Any Any Arureload Any S Allow
& 55 Arvy Any Ay Any O Deny
X D d solve proble

References: https://docs.microsoft.com/en-us/azure/virtual-network/tutorial-filter-network-traffic

QUESTION 4

You plan to migrate an on-premises Hyper-V environment to Azure by using Azure Site Recovery. The Hyper-V
environment is managed by using Microsoft System Center Virtual Machine Manager (VMM).

The Hyper-V environment contains the virtual machines in the following table:

Name Operating 0S disk size BitLocker Generation
systemn (OS) Drive
Encryptign
(Bittocker)
<|, énébled on 05
I.f,—_-‘.f:‘i“}é!isks.
DC1 Windows 500GB (L5~ | No 2
Server 2016 ol
FS1 Ubuntu 16.04 zﬁ{rﬁﬁﬁ No 2
LTS &
CA1 Windows @1 1TB Yes 1
Server 2012 R2
sqQLl Windows 200 GB No 1
Server 2016

Which virtual machine can be migrated by using Azure Site Recovery?

A.FS1
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B. CAl

C.DC1
D. SQL1
Correct Answer: D

References: https://docs.microsoft.com/en-us/azure/site-recovery/hyper-v-azure-support-matrix#azure-vm-
requirements

QUESTION 5

You plan to back up an Azure virtual machine named VML1.

You discover that the Backup Pre-Check status displays a status of Warning.

What is a possible cause of the Warning status?

A. VM1 does not have the latest version of WaAppAgent.exe installed

B. A Recovery Services vault is unavailable

C. VM1 has an unmanaged disk

D. VM1 is stopped

Correct Answer: A

The Warning state indicates one or more issues in VM\\'s configuration that might lead to backup failures and provides
recommended steps to ensure successful backups. Not having the latest VM Agent installed, for example, can cause

backups to fail intermittently and falls in this class of issues.

References: https://azure.microsoft.com/en-us/blog/azure-vm-backup-pre-checks/
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