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QUESTION 1
HOTSPOT

You have an Azure subscription named Subscriptionl that contains a virtual network named VNetl. You add the users
in the following table.

User Ro
Userl | Ter
User2 o] Security Admin

g

User3 & | Network Contributor

Which user can perform each configuration? To answer, select the appropriate options in the answer area. NOTE: Each
correct selection is worth one point.

Hot Area:

Answer Area

Add a subnet to VNetl: | Userl only L%
User2 ol >
User.

d User2 only
%ﬂ and User3 only

@ ser2 and User3 only

@\’} Userl, User2, and User3

Assign a user the Reader l@fﬁ VNetl: | Userl only

‘User2 only

QY User3 only
@ Userl and User2 only
Userl and User3 only

Userl and User3 only
Userl, User2, and User3

Correct Answer:
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Answer Area

Add a subnet to VNetl:

Box 1: Userl and User3 only.
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Userl only (%

User2 onl§ o
User
and User2 only

i%fl and User3 only
@ ser2 and User3 only

Userl, User2, and User3

Userl only

User3 only

Userl and User2 only
Userl and User3 only
Userl and User3 only
Userl, User2, and User3

The Owner Role lets you manage everything, including access to resources.

The Network Contributor role lets you manage networks, but not access to them.

Box 2: Userl and User2 only

The Security Admin role: In Security Center only: Can view security policies, view security states, edit security policies,
view alerts and recommendations, dismiss alerts and recommendations.

References:

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

QUESTION 2

You have an Azure subscription named Subscriptionl. Subscriptionl contains the virtual machines in the following

table.
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You have an Azure subscription named Subscriptionl. Subscription contains the wirtual machines in the following table.

[me o ©
M3 |10034 ©
Subscription? contains a vitual network Yietl that has the subnets in the following table. @0
Connected virtual @
Address space machine @

100.1.0/24 il @)
10020/24 VM2 @
1003.0/24 . by

\_a’ﬁﬂS has multiple network adapters, including a network adapte M1C3. IP farwarding is enabled on MIC3. Routing is enabled on %M3. You create a route table

Virtual appliance
Virtual apphance

You create a route table named RT1. RT1 is associated to Subnetl and Subnet2 and contains the routes in the
following table.

You apply RT1 to Subnetl
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Yes Mo
o) ]
Metwork traffic from V3 can reach WML G C
1f VA3 is turned off, nehwork traffec from
o |
MNetwork traffic from VML can reach O |
Correct Answer:
Statements Yes Mo
.
Metwork traffic from VM3 can reach VM1 Q| -
&
1 VM3 is turned off, network traffic from |
o]

—

QUESTION 3
You are designing an Azure solution.

The solution must meet the following requirements:
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Distribute traffic to different pools of dedicated virtual machines (VMs) based on rules
Provide SSL offloading capabilities

You need to recommend a solution to distribute network traffic.

Which technology should you recommend?

A. server-level firewall rules

B. Azure Application Gateway

C. Azure Traffic Manager

D. Azure Load Balancer

Correct Answer: B

If you require "SSL offloading”, application layer treatment, or wish to delegate certificate management to Azure, you
should use Azure\\'s layer 7 load balancer Application Gateway instead of the Load Balanacer. Incorrect Answers:

D: Because Load Balancer is agnostic to the TCP payload and TLS offload ("SSL") is not provided. References:
https://docs.microsoft.com/en-us/azure/application-gateway/overview

QUESTION 4

You have an Azure subscription that contains an Azure Service Fabric cluster and a Service Fabric application named
FabricApp.

You develop and package a Service Fabric application named AppPackage. AppPackage is saved in a compressed
folder named AppPackage.zip.

You upload AppPackage.zip to an external store.

You need to register AppPackage in the Azure subscription.
What should you do first?

A. Run the New-ServiceFabricApplication cmdlet.

B. Repackage the application in a file named App.sfpkg.

C. Create a new Service Fabric cluster.

D. Copy AppPackage.zip to a blob storage account.
Correct Answer: B

References: https://docs.microsoft.com/en-us/azure/service-fabric/service-fabric-package-apps#create-an-sfpkg

QUESTION 5

SIMULATION
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Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address
bar.

& E‘E Signin to Microsoft An. x|

- O M £ ps-//login.microsoftonline.com o = £

@ This site uses cookies for analytics, personalized content and ads. By continuing to browse this site, you agree to this use. A L
-

Microsoft Azure
[ N

BY Microsoft

.Sl'gn in @

CCESS YOour account?

No account? Create one
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B &Y A Dashboard - Microsoft, X [ H 8

- — QO @ & portal.azure.com w T L

Microsoft Azure £ Search resources, services; and docs

Dashboard

Creata a rasource

All resources

Create DevOps Project

Quickstarts + tutorials

o

I Virtual machines

»ad balancers

U]H Linux Virtual Machin
Provision Ubuniy, Red Hat, CentOs, SUSE, CoreOS VM5

[ u) App Service 2
&  Creste Weo Apps using NET, Java, Node s, Python, #H
-
¢ Functions (4 ﬁ

Process events with & serveriess cooe architacture
Security Center Q
Cost Management + Rill

S5QL Database &

T senvice Heaith

Home > Storage accounts > Create storage account

Create storage account

'Y,
\/ Validation passed &j

Basics Advanced Tags Review + create

BASICS

Subscription Microsoft AZ-1005 @

corpdatalod75236
P
corp

Storag purpase v2)
&%Tdc-@ss geo-redundant storage
(\s\yﬁ dard
N \ Hot

h Qy Enabled

Disabled

Create | Previous Download a template for automation
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Home > Storage accounts > Create storage account
*=* Submitting deployment...

Create storage account Submitting the deployment template for resourc

‘corpdatalod7523690'.
Basics Advanced Tags Review + create
BASICS
Subseriptior Microsoft AZ-100 5

corpdatalod75236%0
EastUS
corpdata7523690n1

Resource manager

t kind StorageV2 (general purpose v2)

Replication Read-access geo-redundant storage
(RA-GRS)

Performarice Standard
ceess tier (defauli) Hot

ADVANCED

Secure transfer required Enabled

Hierarchical namespace Disabled

Home > Microsoft.StorageAccount-20181011170335 - Overview
Microsoft.StorageAccount-20181011170335 - Overview

Deployment
[5 Fearch cri- |“ M peiete @ cancel |1 Redeploy &) Refresh
&= Overvi i
= = Your deployment is u
Outputs
Check the status of your deploym

B inputs or troubleshoot deployment i
| Template

dashboard to easily findy
4
Deplo;
@ m ft.StorageAccount-
8 0335

ubfgription: Microsoft AZ-1005
rce group: corpdatalod7523690

ENT DETAILS (Download)

Start time: 10/11/2018 5:04:06 PM
Duration: 17 seconds
Correlation ID: bd0806a4-d1bd-42db-besb-

¢ 55e0ecagf4sh

RESOURCE TYPE STATUS OPERATL..

No results.

Home > Virtual machines > Create a virtual machine

Create a virtual machine

o ion failed. Required infc

is missing or not valid.

Basics ® Disks Networking Management Guest config Tags Review + create

PRODUCT DETAILS
Ubuntu Server 18.04 LTS Pricing not available for this
by Cancnical bk

. View Pq;lngdéﬁ[lﬁfumm
Terms of use | Privacy policy s

Standard D2s v3

by Microsoft
Terms of use | Privacy policy

Subscription credits apply @
0.0960 USD/hr
Pricing for other VM sizes

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the
Marketplace offering(s) listed above; (b) authorize Microsoft to bill my current payment method for the

fees associated with the offering(s), with the same billing

y as my Azure subscription; and [c)

agree that Microsoft may share my contact, usage and transactional information with the providers) of
the offering(s} for support, billing and other transactional activities. Microsoft does not provide rights for
third-party cfferings. See the Azure Marketplace Terms for additional details.
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When you are finished performing all the tasks, click the "Next\\' button.

Note that you cannot return to the lab once you click the "Next\\' button. Scoring occur in the background while you
complete the rest of the exam.

Overview The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment.
While most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and
paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.

To start the lab

You may start the lab by clicking the Next button.

You plan to host several secured websites on Web01.

You need to allow HTTPS over TCP port 443 to Web01 and to prevent HTTP over TCP port 80 to Web01.

What should you do from the Azure portal?

Correct Answer: See below.

You can filter network traffic to and from Azure resources in an Azure virtual network with a network security group. A
network security group contains security rules that allow or deny inbound network traffic to, or outbound network traffic
from,

several types of Azure resources.

A network security group contains security rules that allow or deny inbound network traffic to, or outbound network traffic
from, several types of Azure resources.

A2. Select Create.
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Create network security group X

* Mame

&
* Subscription e @;@

| - - oy, P, 1
<subscription name: P, «\_\8 e

"

* Recource group

Create Automation options

Step A: Create a network security group

Al. Search for and select the resource group for the VM, choose Add, then search for and select Network security
group.

The Create network security group window opens.

A3. Create a network security group

Enter a name for your network security group.

Select or create a resource group, then select a location.

A4. Select Create to create the network security group.

Step B: Create an inbound security rule to allows HTTPS over TCP port 443
B1. Select your new network security group.

B2. Select Inbound security rules, then select Add.

B3. Add inbound rule

B4. Select Advanced.

From the drop-down menu, select HTTPS.

You can also verify by clicking Custom and selecting TCP port, and 443.
B5. Select Add to create the rule.

Repeat step B2-B5 to deny TCP port 80

B6. Select Inbound security rules, then select Add.
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B7. Add inbound rule

B8. Select Advanced.

Clicking Custom and selecting TCP port, and 80.

B9. Select Deny.

Step C: Associate your network security group with a subnet

Your final step is to associate your network security group with a subnet or a specific network interface.

C1. In the Search resources, services, and docs box at the top of the portal, begin typing Web01. When the Web01 VM
appears in the search results, select it.

C2. Under SETTINGS, select Networking. Select Configure the application security groups, select the Security Group
you created in Step A, and then select Save, as shown in the following picture:

Configure the application security groups

myVn |Web = etworhng

R %X p@é\d
i £ - + « & Attach network interface Wik Detach network inte \
i i /’?\_)
= I Network Interface: myVmWebVMMNic @C
& Tegs . howing only application security groups in the same region as the network interface. If you
s Virtual network/subnet: myVirtualNetwork/mySubnet f(v‘p choose more than one application security group, they must all exist in the same virtual
| o network,
7% Diagnose and solve problems fv%‘
APPLICATION SECURITY GROUPS @ Q ’% Appiication security groups
SETHMGA | myAsgWebServers ~ |
# Configure the application k..@??um | = —
28 Metworking | r U |
= INBOUND PORT RULES or\a»y tyfcghgitienars
= Disks = B W mylsgWebServers
& Network security group myNsg (attached to £
& Sie Impacts 1 subnets, 0 networc interfaces

References: https://docs.microsoft.com/en-us/azure/virtual-network/tutorial-filter-network-traffic
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