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QUESTION 1
HOTSPOT

Fourth Coffee has an ASP.Net Core web app that runs in Docker. The app is mapped to the www.fourthcoffee.com
domain.

Fourth Coffee is migrating this application to Azure.

You need to provision an App Service Web App to host this docker image and map the custom domain to the App
Service web app.

A resource group named FourthCofeePublicWebResourceGroup has been created in the WestUS region that contains
an App Service Plan named AppServiceLinuxDockerPlan.

Which order should the CLI commands be used to develop the solution? To answer, move all of the Azure CLI
commands from the list of commands to the answer area and arrange them in the correct order.

Select and Place:

Azure CLI commands Answer Area

az webapp config container set
--docker-custom-image-name
SdockerHubContainerPath

--name SappName

--resource-group
fourthCoffeePublicWebResourceGroup

az webapp create
--name SappName _ '
--plan AppServiceLinuxDockerPlan G
--resource-group 2T
fourthCoffeePublicWebResourceGroup ‘

#/bin/bash A
appName="FourthCofeePublicWebSrandom" * |'
location="WestUS"
dockcrHubComamerPath—"FounhCoprubllmc \
fqdn="http://fourthcotee.com">www. ffnmh

az webapp config hostname adgi
--webapp-name SappName
--resource-group
fourthCoffeePublicWebResourceGroup \
--hostname Sfqdn

Correct Answer:
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Azure CLI commands Answer Area

#/bin/bash
appName="FourthCofeePublicWebSrandom"
location="WestUS"
dockerHubContaifierPath="FourthCofee/publicwe
fqdn="http:/fotirtheotee.com">www.fourth

az webapp create

--name $appName

[} o--plan AppServiceLinuxDockerPlan

[\ =-résource-group
fourthCoffeePublicWebResourceGroup

az webapp config hostname add
--webapp-name SappName
--resource-group
fourthCoffeePublicWebResourceGroup \
--hostname $fqdn

az webapp contig container set
--docker-custom-image-name
SdockerHubContainerPath

--name SappName

--resource-group
fourthCoffeePublicWebResourceGroup

QUESTION 2
HOTSPOT

Your network contains an Active Directory domain named adatum.com and an Azure Active Directory (Azure AD) tenant
named adatum.onmicrosoft.com.

Adatum.com contains the user accounts in the following table.

Name Member of
User1 Domain Admins "
User2 Schema Admins
User3 Incom-iﬁ-'g' Forest Trust Builders
Userd Rq}a;[?éatar
User5 Enterprise Admins

Adatum.onmicrosoft.com contains the user accounts in the following table.
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Name Role
UserA Global administrator
UserB User @dministrator
UserC | Security administrator
UserD Service administrator

You need to implement Azure AD Connect. The solution must follow the principle of least privilege.

Which user accounts should you use in Adatum.com and Adatum.onmicrosoft.com to implement Azure AD Connect? To
answer select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Adatum.com: ¥

User1
User2
User3
Userd
User5

Adatum.onmicrosoft.com: ¥

UserA
UserB
UserC
UserD

Correct Answer:
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Adatum.com: v

User
User2
User3
User4
User5

Adatum.onmicrosoft.com: .

UserA
UserB
UserC
UserD

Box 1: User5

In Express settings, the installation wizard asks for the following:

AD DS Enterprise Administrator credentials

Azure AD Global Administrator credentials

The AD DS Enterprise Admin account is used to configure your on-premises Active Directory. These credentials are
only used during the installation and are not used after the installation has completed. The Enterprise Admin, not the
Domain

Admin should make sure the permissions in Active Directory can be set in all domains.

Box 2: UserA

Azure AD Global Admin credentials are only used during the installation and are not used after the installation has
completed. It is used to create the Azure AD Connector account used for synchronizing changes to Azure AD. The
account

also enables sync as a feature in Azure AD.

Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-accounts-permissions

QUESTION 3
HOTSPOT
Your company runs several Windows and Linux virtual machines (VMs).

You must design a solution that implements data privacy, compliance, and data sovereignty for all storage uses in
Azure. You plan to secure all Azure storage accounts by using Role-Based Access Controls (RBAC) and Azure Active

Directory (Azure AD).

You need to secure the data used by the VMs.

Which solution should you use? To answer, select the appropriate solutions in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area
VM data

Boot and data volume
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Solution
r (—.\ ‘ v
Azure Storagée Setvice Encryption
Azure Dts[& ¢ Encryption

Azure ghfn;matmn Protection

Fizure AD

Data written to Azure Storage R I v

Encrﬁbtm’gj keys and secrets

Correct Answer:

‘| Azure Storage Service Encryption

Azure Disk Encryption
Shared Access Stgnature (SAS)

Network Security Group (NSG)

v
Azure Storage Service Encryption
Azure Disk Encryption
Azure Key Vault
Azure Security Center
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Answer Area
VM data Solution
Boot and data volume N v

Azure Storagé Setvice Encryption

Azure Disk Encryption
Azure [nformation Protection

A;ure AD

Data written to Azure Storage \ - l b4

Azure Storage Service Encryption

Azure Disk Encryption
Shared Access Signature (SAS)

Network Security Group (NSG)

Encr?ptiﬂp .}'ceirs and secrets

v
Azure Storage Service Encryption
Azure Disk Encryption
Azure Key Vault
Azure Security Center

References: https://docs.microsoft.com/en-us/azure/security/security-storage-overview

QUESTION 4

You have an Azure subscription.

You create a custom role in Azure by using the following Azure Resource Manager template.
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“Name”: “Rolel”,
“Idv: “S580800BB-00BB-0858-BoBBooBBBBEEE",
“IsCustom” : true,
“Description” : “Rolel Description’,
“wActions®™ : [
“Microsoft.Storage/*/read”,
“Microsoft.Network/*/read”,
“Microsoft.Compute/*/read”,
“Microsoft. Ccmputefv1rtualﬂachlnesfstartfactlon"
“Microsoft.Compute/virtualMachines/restart/action”,
“Hicrnsoft.Authﬂrizationf*frgad",
“Microsoft.ResourceHeal thfavailabilitysStatuses/read”,
wMicrosoft.Resources/subscriptions/resourceGroups/read”,
“Micrnsoft.InsightsfalertRulesI*",
“"Microsoft.Insights/diagnosticSettings/*",
“Microsoft.Support/*”
1, >
“NotActions”: [,
“DataﬁctfgnsW: i1
“NotDataActions” : [],
“AssignableScopes” : [
w/subscriptions/981dddbc-8cf4-46£c-9513-0c5992648b44b
1
}

You assign the role to a user named Userl. Which action can Userl perform?
A. Delete virtual machines.

B. Create resource groups.

C. Create virtual machines.

D. Create support requests.

Correct Answer: D

The "Microsoft.Support/*" operation will allow the user to create support tickets.

References: https://docs.microsoft.com/en-us/azure/role-based-access-control/tutorial-custom-role-powershell

QUESTION 5
A company is migrating an existing on-premises third-party website to Azure. The website is stateless.

The company does not have access to the source code for the website. They do not have the original installer.
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The number of visitors at the website varies throughout the year. The on-premises infrastructure was resized to
accommodate peaks but the extra capacity was not used.

You need to implement a virtual machine scale set instance.

What should you do?

A. Use an autoscale setting to scale instances vertically

B. Create 100 autoscale settings per resource

C. Scale out by one instance when the average CPU usage of one of the instances is over 80 percent
D. Use Azure Monitor to create autoscale settings using custom metrics

E. Use an autoscale setting with unlimited maximum number of instances

Correct Answer: D

References: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/autoscale-custom-metric
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