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QUESTION 1

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has a security group named Group1.
Group1 is configured for assigned membership. Group1 has 50 members, including 20 guest users. You need to
recommend a solution for evaluating the membership of Group1. The solution must meet the following requirements: 

1.

 The evaluation must be repeated automatically every three months. 

2.

 Every member must be able to report whether they need to be in Group1. 

3.

 Users who report that they do not need to be in Group1 must be removed from Group1 automatically 

4.

 Users who do not report whether they need to be in Group1 must be removed from Group1 automatically. What should
you include in the recommendation? 

A. Implement Azure AD Identity Protection. 

B. Change the Membership type of Group1 to Dynamic User. 

C. Create an access review. 

D. Implement Azure AD Privileged Identity Management. 

Correct Answer: B 

In Azure Active Directory (Azure AD), you can create complex attribute-based rules to enable dynamic memberships for
groups. Dynamic group membership reduces the administrative overhead of adding and removing users. 

When any attributes of a user or device change, the system evaluates all dynamic group rules in a directory to see if the
change would trigger any group adds or removes. If a user or device satisfies a rule on a group, they are added as a
member of that group. If they no longer satisfy the rule, they are removed. 

References: https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership 

 

QUESTION 2

You are designing a data protection strategy for Azure virtual machines. All the virtual machines are in the Standard tier
and use managed disks. You need to recommend a solution that meets the following requirements: 

1.

 The use of encryption keys is audited. 

2.
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 All the data is encrypted at rest always. 

3.

 You manage the encryption keys, not Microsoft. What should you include in the recommendation? 

A. BitLocker Drive Encryption (BitLocker) 

B. Azure Storage Service Encryption 

C. client-side encryption 

D. Azure Disk Encryption 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-overview 

 

QUESTION 3

You need to recommend a solution for protecting the content of the payment processing system. What should you
include in the recommendation? 

A. Always Encrypted with deterministic encryption 

B. Always Encrypted with randomized encryption 

C. Transparent Data Encryption (TDE) 

D. Azure Storage Service Encryption 

Correct Answer: A 

 

 

QUESTION 4

DRAG DROP 

The developers at your company are building a static web app to support users sending text messages. The app must
meet the following requirements: 

1. 

Website latency must be consistent for users in different geographical regions. 

2. 

Users must be able to authenticate by using Twitter and Facebook. 

3. 

Code must include only HTML, native JavaScript, and jQuery. 
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4. 

Costs must be minimized. 

Which Azure service should you use to complete the architecture? To answer, drag the appropriate services to the
correct locations. Each service may be used once, more than once, or not at all. You may need to drag the split bar
between panes or scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 

 

Box 1: Azure App Service plan (Basic) 
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With App Service you can authenticate your customers with Azure Active Directory, and integrate with Facebook,
Twitter, Google. 

Box 2: Azure Functions 

You can send SMS messages with Azure Functions with Javascript. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory-b2c/partner-whoiam 

https://www.codeproject.com/Articles/1368337/Implementing-SMS-API-using-Azure-Serverless-Functi 

 

QUESTION 5

A company has deployed several applications across Windows and Linux Virtual machines in Azure. Log Analytics are
being used to send the required data for alerting purposes for the Virtual Machines. 

You need to recommend which tables need to be queried for security related queries. 

Which of the following would you query for events from Linux system logging? 

A. Azure Activity 

B. Azure Diagnostics 

C. Event 

D. Syslog 

Correct Answer: D 

This is also given in the Microsoft documentation, wherein you would use the Syslog Table for the queries on events
from Linux Virtual machines Note: Syslog is an event logging protocol that is common to Linux. Applications will send
messages that may be stored on the local machine or delivered to a Syslog collector. When the Log Analytics agent for
Linux is installed, it configures the local Syslog daemon to forward messages to the agent. The agent then sends the
message to Azure Monitor where a corresponding record is created. 

Reference: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-sources-syslog 
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