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QUESTION 1

You are remediating the firewall security risks to meet the security requirements. What should you configure to reduce
the risks?

A. a Group Policy Object (GPO)

B. adaptive network hardening in Microsoft Defender for Cloud

C. a network security group (NSG) in Subl

D. an Azure Firewall policy

Correct Answer: A

Explanation:

Firewall rules configured in a Group Policy Object cannot be modified by local server administrators.
Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-inbound-port-rule

QUESTION 2
DRAG DROP

Your network contains an Active Directory Domain Services (AD DS) domain that has the Active Directory Recycle Bin
enabled. All domain controllers are backed up daily.

You accidentally remove all the users from a domain group.
You need to get a list of the users that were previously in the group.

Which four actions should you perform in sequence from a domain controller? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Select and Place:

Action Answer Area
Mount Active Directory to port 51389,

View the membership of the group.
Restore the system state to an alternate location.

From the Deleted Objects container in Active Directory
Administrative Center, run the Restore task.

From Active Directory Users and Computers, change the
domain controller to localhost51389.

Restore the group from the Active Directory Recycle Bin.
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Correct Answer:

Action Answer Area
Restore the system state to an alternate location.

Mount Active Directory to port 51389,
From Active Directory Users and Computers, change the

 domain controller to localhost51389.

From the Deleted Objects container in Active Directory 'View the membership of the group.
Administrative Center, run the Restore task.

Restore the group from the Active Directory Recycle Bin.

QUESTION 3

You have a server named Serverl that runs Windows Server.

You need to ensure that only specific applications can modify the data in protected folders on Serverl.
Solution: From Virus and threat protection, you configure Tamper Protection.

Does this meet the goal?

A. Yes

B. No

Correct Answer: B

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize- controlled-
folders?view=0365-worldwide

QUESTION 4
HOTSPOT

You have a server that runs Windows Server and has the Web Server (1IS) server role installed. Serverl hosts a single
website that has the following configurations:

Is accessible by using a URL of https://www.contoso.com:8443 and has an SSL certificate that was issued by a third-
party certification authority (CA) in the Microsoft Trusted Root Program

Uses anonymous authentication
Was developed by using PHP

You plan to use APP Service Migration Assistant to migrate the website to Azure App Service.
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You need to migrate the website. The solution must minimize the number of changes made to the existing website.

What should you do manually to ensure that the website migration is successful? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

On Server1:
'Change the authentication method.
‘Change the listening port of the website.
'Redevelop the website code by using ASP.NET.
In Azure:
Create an App Service plan.

Copy the source files of the website.

Configure a certificate and a custom domain name.

Correct Answer:

Answer Area

On Server1:
'Change the authentication method.

'Change the listening port of the website.

'Redevelop the website code by using ASP.NET.

In Azure: v
|Create an App Service plan.
'Copy the source files of the website.
Configure a certificate and a custom domain name.
QUESTION 5

You have an on-premises server named Serverl that runs Windows Server and has the Hyper-V server role installed.
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You have an Azure subscription.
You plan to back up Serverl to Azure by using Azure Backup.

Which two Azure Backup options require you to deploy Microsoft Azure Backup Server (MABS)? Each correct answer
presents a complete solution.

NOTE: Each correct selection is worth one point.
A. Bare Metal Recovery

B. Files and folders

C. System State

D. Hyper-V Virtual Machines

Correct Answer: AC

Reference: https://docs.microsoft.com/en-us/azure/backup/backup-mabs-system-state-and-bmr
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