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QUESTION 1

An administrator needs to import data into QRadar for a specific use case. 

The data that has been provided to the administrator is stored in records that map a key to a value. 

Which type of data collection must the administrator create? 

A. Reference set 

B. Reference map of sets 

C. Reference map 

D. Reference map of maps 

Correct Answer: B 

Reference: https://www.ibm.com/support/knowledgecenter/en/SS42VS_7.3.2/com.ibm.qradar.doc/
t_qradar_conifig_rul_resp_reference_set.html 

 

QUESTION 2

An administrator would like to extend the functionality of QRadar using an external application. 

Which file format is supported to successfully upload an application from the QRadar Console? 

A. .zip 

B. .tgz 

C. .sh 

D. .exe 

Correct Answer: A 

Reference: https://www.ibm.com/support/knowledgecenter/en/SS42VS_7.3.1/com.ibm.appfw.doc/
b_qradar_appframework_devguide.pdf 

 

QUESTION 3

An administrator needs to import a list of HR staff logins into a reference set. 

Which file type can be used with the import function in the reference set editor window? 

A. xml 

B. csv 

C. xls 
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D. json 

Correct Answer: B 

Reference: https://www.ibm.com/support/knowledgecenter/en/SS42VS_7.3.2/com.ibm.qradar.doc/
c_qradar_adm_refdata_ui.html 

 

QUESTION 4

A QRadar administrator added High Availability (HA) to the Event Processor and needs to verify the crossover link
status between the primary and secondary hosts. 

Which commands can be used to verify the crossover status? (Choose two.) 

A. /opt/qradar/ha/bin/ha_getstate.sh 

B. /opt/qradar/ha/bin/getStatus crossover 

C. /opt/qradar/ha/bin/qradar_nettune.pl crossover status 

D. /opt/qradar/ha/bin/qradar_nettune.pl linkaggr status 

E. /opt/qradar/ha/bin/ha cstate 

F. cat /proc/drbd 

Correct Answer: CF 

Reference:
https://www.ibm.com/developerworks/community/forums/html/topic?id=5c01c198-016d-461ba648-a87cdc445768 

 

QUESTION 5

An administrator may be asked to collect diagnostic information on one of our main services. For example, ecs-ec. 

Commands such as: /opt/qradar/support/thredtop.sh /opt/qradar/support/jmx.sh 

These commands collect thread and statistical information on the Services pipeline, queues and filters. 

How would an administrator identify a list of jmx ports for each service? 

A. grep JMXPORT /opt/qradar/init/* 

B. grep JMXPORT /opt/qradar/systemd/env/* 

C. grep JMXPORT /opt/qradar/system/bin/* 

D. grep JMXPORT /opt/qradar/system/mem/* 

Correct Answer: B 
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