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QUESTION 1

An administrator enters the QRadar web console into a web browser but does not get a response. Which process is
responsible for the QRadar GUI?

A. tomcat

B. consoled

C. magistrated

D. guid

Correct Answer: A

Reference: https://www.ibm.com/support/pages/qradar-core-services-and-impact-when-restarted

QUESTION 2

An administrator may be asked to collect diagnostic information on one of our main services. For example, ecs-ec.
Commands such as: /opt/gradar/support/thredtop.sh /opt/qradar/support/jmx.sh

These commands collect thread and statistical information on the Services pipeline, queues and filters.

How would an administrator identify a list of jmx ports for each service?

A. grep JMXPORT /opt/qradar/init/*

B. grep JIMXPORT /opt/gradar/systemd/env/*

C. grep JMXPORT /opt/gradar/system/bin/*

D. grep JIMXPORT /opt/qradar/system/mem/*

Correct Answer: B

QUESTION 3

An administrator needs to save the nightly QRadar backups on a network storage.
The administrator has established the connection to the network storage.

What should the administrator do next?

A. Change the Backup Repository Path to the network storage location using the Backup Recovery Configuration
window.

B. Change the Backup Repository Path by adding a new Network Activity Rule.

C. Change the Backup Repository Path to the network storage location using the System Settings window.
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D. Configure the new network storage using the Assets Manager
Correct Answer: A

Reference: http://ftpmirror.your.org/pub/misc/ftp.software.ibm.com/software/security/products/qradar/
documents/7.2.8/en/b_qgradar_admin_guide.pdf (146)

QUESTION 4

An administrator wants to upload a file with information related to network hierarchy instead of using the GUI wizard.
How can the administrator do this?

A. Install application "Network Hierarchy Management for QRadar"

B. Upload file using REST API

C. Modify /opt/gradar/conf/remotenet.conf

D. Use upload button in Network Hierarchy wizard

Correct Answer: A

Reference: https://www.ibm.com/support/pages/qradar-restoring-network-hierarchy-using-networkhierarchy-
management-qradar-app-updated

QUESTION 5

An administrator wants to have all QRadar apps running on a new App Host that was configured to have dedicated
CPU, storage and memory resources for the Apps. Several issues were presented during the installation of the App
Host.

To troubleshoot, what should the administrator check?

A. If the completion of the /opt/qradar/check_app_host.sh script was successful

B. If port 5000 is opened on the console

C. If an IP table entry was already created to allow traffic from the App Host IP

D. If IP tables are disabled on the console

Correct Answer: B

Reference: https://www.ibm.com/support/knowledgecenter/en/SS42VS_7.3.2/com.ibm.qradar.doc/
c_adm_apphost.html
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