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QUESTION 1

In the context of the Key Protect service, which of the following statements is correct? 

A. Key Protect allows you to manage keys as well as SSL/TLS Digital Certificates 

B. Key Protect allows you to import keys for other Clouds 

C. Key Protect allows you to manage service accounts 

D. Key Protect allows you to create a new key or import your own key (BYOK) 

Correct Answer: D 

Reference: https://www.ibm.com/cloud/architecture/architectures/securityArchitecture/security-for-data/ 

 

QUESTION 2

Which of the following is a key features of the IBM Cloud HSM: 

A. Support for HMAC key padding for one-time authentication tokens 

B. Provides CA Issued certificates 

C. Generate, process and store keys 

D. Secure erasure using DoD 5220.22-M Data Wipe Method 

Correct Answer: C 

Reference: https://www.ibm.com/cloud/hardware-security-module 

 

QUESTION 3

Which of the following features of IBM Virtual Private Cloud specifically controls inbound and outbound traffic for one or
more subnets? 

A. SSH Keys 

B. Security Groups 

C. Access Control Lists 

D. Floating IPs 

Correct Answer: B 

Reference: https://www.ibm.com/cloud/network-security 
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QUESTION 4

A Financial Institution is interested in using IBM Blockchain Platform on IBM Cloud with the requirement that any
application meet FIPS 140-2 Level 3 compliance. What option should an architect use for the nodes? 

A. Financial Cloud Connector 

B. Spectrum Protect Module 

C. Hardware Security Module 

D. Cloud Internet Connector 

Correct Answer: C 

Reference: https://developer.ibm.com/technologies/blockchain/articles/leverage-ibm-cloud-hsm-in-youribp-network/ 

 

QUESTION 5

Vulnerability Advisor is pre-integrated into several toolchain templates. What does the Vulnerability Advisor do? 

A. Scans container images for potential security issues 

B. Tests databases for SQL injection vulnerabilities 

C. Continuously monitors and analyzes network communications 

D. Scans source code for potential threats and vulnerabilities 

Correct Answer: C 
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